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ABSTRACT:

This study presents the development of a Lecture Attendance
Monitoring System that employs Multi-Level Authentication (MLA)
techniques to enhance security, accuracy, and efficiency in
attendance management. Traditional methods, such as manual roll
calls or sign-ins, are prone to proxy attendance and human errors,
undermining the integrity of attendance records in academic
institutions. To address these challenges, the proposed system
integrates Biometric Fingerprint Authentication and One-Time
Password (OTP) mechanisms. During enrollment, students’
fingerprints are captured validating user identity before granting
access . Additionally, an OTP is sent to the student's registered
email for verification during class sessions, combining
authentication layers to ensure reliable attendance tracking while
eliminating opportunities for fraud. Attendance records, including
timestamps, are securely stored in a centralized database for easy
retrieval and analysis. The system was developed using the agile
methodology, allowing iterative development and continuous
refinement through testing and user feedback. Results
demonstrate significant reductions in errors and the need for
human intervention, documenting the system's measurable
improvements in throughput and stability to traditional attendance
methods. This research highlights the transformative potential of
multi-level authentication for applications requiring high security
and reliability. While designed for academic settings, the system
can be adapted for other domains where secure verification is
critical.

Keywords: Lecture Attendance Monitoring System, Multi-Level
Authentication (MLA), Biometric Fingerprint Authentication, One-
Time Password (OTP), Security

INTRODUCTION

Attendance tracking is a vital aspect of academic administration,
influencing student performance and institutional accountability.
Traditional methods, such as manual roll calls and sign-in sheets,
suffer from inefficiencies, errors, and the risk of proxy attendance.
These challenges necessitate secure, automated solutions. This
study introduces a Lecture Attendance Monitoring System (LAMS)
leveraging Multi-Level Authentication (MLA) through biometric
fingerprint recognition and One-Time Password (OTP) verification
to ensure accurate, secure, and user-friendly attendance tracking.
Critical errors, persistent inefficiencies, and significant security
vulnerabilities, including widespread proxy attendance fraud and
excessive time consumption plague manual attendance systems.
These fundamental limitations severely compromise the integrity
and reliability of institutional attendance records, creating an urgent
need for a comprehensive and foolproof solution. This research
proposes a Lecture Attendance Monitoring System that integrates
advanced biometric fingerprint verification with secure OTP

authentication to eliminate these vulnerabilities, ensuring tamper-
proof documentation while dramatically improving operational
efficiency.

Research Questions
This study seeks to answer the following questions:

a) How effective is the MLA system in preventing
unauthorized access compared to traditional
methods?

b)  What is the accuracy rate of biometric fingerprint
recognition and OTP verification in the MLA
system?

¢) How do users perceive the convenience and
security of the MLA system?

d) What challenges arise during the implementation
of the MLA system?

e) How can the MLA system be scaled for larger
institutions?

Objectives
The study aims to:
1) design and develop an MLA-based Lecture
Attendance Monitoring System.
2) evaluate the MLA system’s effectiveness in terms
of security, accuracy, and user satisfaction.
3)  compare the performance of the MLA system with
traditional attendance methods.
4) identify  implementation  challenges  and
recommend scalability solutions.

Significance of the Study
The proposed system offers:
i. Enhanced security and accuracy with biometric
and OTP integration.
ii. Reduced human error through automation.
. Time efficiency, enabling educators to focus on

teaching.
iv. Scalability for diverse institutional needs.
V. Insights ~ for  overcoming  implementation

challenges and ensuring long-term reliability.

Alzahrani and Alghamdi's (2023) fingerprint-based attendance
system, while innovative, exhibits several limitations. Their system
relies solely on fingerprint recognition, making it vulnerable to
spoofing attacks using artificial fingerprints. The research fails to
address concerns regarding sensor degradation over time, which
can lead to increasing false rejection rates. Additionally, their
implementation lacks contingency protocols for users with
damaged fingerprints or those unable to provide clear fingerprint
samples.
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Sharma et al. (2022) proposed a cloud-based system combining
facial recognition with OTP verification, but their approach suffers
from significant privacy concerns regarding facial data storage and
transmission. Their study inadequately addresses the facial
recognition accuracy degradation in poor lighting conditions or

A process flowchart of the system is presented in Figure 1.
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system demonstrates limited scalability in large institutional
settings. Their implementation showed significant processing
delays when handling concurrent authentication requests from
multiple users. The real-time monitoring feature they highlight
consumes substantial bandwidth and processing resources,
making it impractical for institutions with limited technological
infrastructure.

Ahmed et al.'s (2023) smart attendance system with multi-factor
authentication presents usability challenges that were inadequately
addressed in their research. The requirement for both facial
recognition and OTP input creates a cumbersome process that
extends the time required for attendance marking. Their study lacks
comprehensive user experience evaluation, particularly regarding
the system's efficiency during peak attendance periods.
Choudhary and Gupta's (2022) loT-based fingerprint attendance
system, despite using agile methodologies, fails to adequately
address security vulnerabilities inherent in loT implementations.
Their research lacks robust encryption protocols for data
transmission between loT devices and central servers. The system
also demonstrates high power consumption, limiting its applicability
in resource-constrained environments.

Additional critical research not mentioned includes:

Zhang and Li (2021) developed a contactless attendance system
using iris recognition that showed promising results but suffered
from high false rejection rates when users wore glasses or contact
lenses. Their approach required specialized hardware that
significantly increased implementation costs.

Okonkwo and Eze (2024) proposed a blockchain-based
attendance verification system that, while innovative in ensuring
data immutability, exhibited extremely high computational
overhead, making it impractical for real-time attendance
applications in resource-limited institutions.

Mendoza et al. (2022) implemented a voice recognition attendance
system that showed poor performance in noisy environments and
was vulnerable to replay attacks. Their system lacked adequate
liveness detection capabilities, creating security vulnerabilities.
Collectively, these studies demonstrate that while technological
advancements offer promising solutions for attendance monitoring,
significant challenges remain in balancing security, usability,
privacy, and resource efficiency. Most implementations prioritize
specific aspects (like security) while neglecting others (like
accessibility or power efficiency), highlighting the need for more
holistic approaches in future research.

| Provide Successful feedback to User |

l

Figure 1: Flowchart of the Lecture Attendance Monitoring System
with Multi-Level Authentication (MLA).

Research Gaps

Existing studies focus on the potential of biometric and MLA
systems but lack insights into practical implementation, scalability,
and user experience evaluation.

This research integrates fingerprint authentication, addressing the
need for secure and reliable biometric verification methods, which
helps ensure accurate identification of users and minimizes errors
associated with manual attendance recording methods. By
incorporating OTP verification, it further enhances security through
multi-factor authentication, ensuring that only authorized users can
mark their attendance and significantly reducing the risk of proxy
attendance and unauthorized access.

MATERIALS AND METHODS

Research Design

The study employs Design Science Research Methodology
(DSRM), emphasizing iterative design, development, and
evaluation of artifacts to address real-world problems. This
methodology ensures systematic refinement based on user
feedback and performance evaluations.

Development Process
Problem Identification
Limitations of traditional attendance systems, such as inefficiencies
and proxy attendance, were identified through a literature review
and stakeholder interviews.
System Design
The system architecture incorporates:
1)  Biometric Fingerprint Authentication: Ensures
only authorized individuals can record attendance.
2) OTP Verification: Adds an additional layer of
security through email-based OTPs.
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Email-based OTP verification was chosen over SMS and app-
based alternatives for several compelling reasons:
Cost-effectiveness: Email OTP implementation eliminates the SMS
gateway fees associated with text message verification,
significantly reducing operational expenses for the institution.
Infrastructure compatibility: Educational institutions typically have
existing email systems for official communications, making
integration more straightforward without requiring additional
infrastructure.

Device independence: Unlike app-based solutions that require
smartphone ownership and app installation, email OTPs work on
any device with internet access, including desktop computers,
tablets, and basic mobile phones.

Network reliability: Email delivery persists in areas with poor
cellular coverage where SMS delivery might fail, particularly
relevant in remote or rural campus locations.

Persistence and auditability: Email OTPs remain accessible in the
recipient's inbox, creating a verifiable record of authentication
attempts, unlike SMS messages that may be deleted or app
notifications that disappear.

Institutional control: Using the institution's email domain provides
greater administrative oversight and security control compared to
relying on third-party SMS providers or app developers.

Reduced privacy concerns: Email OTPs avoid sharing personal
phone numbers with the authentication system, addressing student
privacy preferences.

Simplified user experience: Students already regularly check their
institutional email accounts, making it a natural extension of
existing behavior rather than introducing a new verification
channel.

Demonstration and Evaluation

A pilot study was conducted to test the system in a controlled
environment. Performance metrics, user feedback, and error rates
were analyzed for system refinement.

Ethical Considerations
a) Data Privacy: Attendance data is securely stored
and accessed only for verification purposes.
b) Informed Consent: Users are informed about
data usage and outcomes.
c) Security Measures: Robust
authentication ensures data protection.
d) Transparency: Users receive real-time feedback
on attendance status.
System Workflow
1. Start.
2. Fingerprint Verification:
o Successful: An OTP is sent to the user’s
registered email.
o Unsuccessful: Access is denied, and the
user is notified.
3. OTP Verification:
o  Successful: Attendance is recorded, and
feedback is provided.
o Unsuccessful: Limited retry options are
provided to prevent misuse.

multi-level

4. End.

Challenges and Limitations
Challenges include network reliability and user training. Solutions

such as offline fallback mechanisms and user education programs
were implemented to mitigate these issues.

RESULTS AND DISCUSSION

The implementation of the Multi-Level Authentication (MLA) system
demonstrates its effectiveness in addressing security, accuracy,
and usability challenges associated with traditional attendance
tracking methods. The system integrates fingerprint verification and
One-Time Password (OTP) authentication, ensuring that only
authorized users can successfully mark attendance. The
developed system was deployed and tested, with key results
observed in security, accuracy, and system performance.

System Workflow and Authentication Process
The overall functionality of the MLA system is illustrated in Figure
2 which presents a flowchart of the authentication process.
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Figure 2: System Authentication Flowchart — Lecture Attendance

Monitoring System

The process starts with fingerprint authentication. If successful, an
OTP is sent to the registered email address for further verification.
Users who fail fingerprint authentication or OTP validation are
either prompted to retry or are denied access based on the retry
limit policy. The system ensures that attendance data is securely
recorded in a central database, providing real-time feedback to the
user upon successful authentication.

Key Findings and Observations
The MLA system implementation yielded the following significant
results:

1)  Improved Security: The dual-layer
authentication process prevents unauthorized
access and proxy attendance attempts.

2) Enhanced Accuracy: Biometric verification
ensures precise identification, reducing errors in
attendance logging.
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3) Efficient User Feedback Mechanisms: The
system notifies users of authentication failures
and provides options to retry or receive a new

® D D D e «
& C O lahostatsauh
Login
Email:
Enter your smail
Password:
Enter your password

4) Secure Data Storage: Attendance records,
including timestamps, are stored in a centralized

database for easy retrieval and reporting.
P © D @ vl X +

&< O (@ localhost:8080/app
Onboard User
Capture Fingerprint

User ID

Enter user ID

Mark Attendance

User Interface of Developed System

This section presents the graphical user interface (GUI) of the
Lecture Attendance Monitoring System, highlighting key
functionalities.

a) Admin Login Page (This page allows administrators to
log in and manage attendance records.)

Figure 3: Admin Login Page
b) Student Fingerprint Authentication Interface (This

page captures students’ fingerprints for authentication before OTP
verification.)

Figure 4: Student Fingerprint Authentication Interface

c) OTP Verification Page (This interface prompts users to enter the OTP sent to their registered email address for second-level authentication.)

& (D localhost:8080/app

Onboard User

Capture Fingerprint
User ID

Enter user ID

SR e D

Mark Attendance

Figure 5: OTP Verification Page

d) Attendance Records Dashboard (Displays attendance logs, including timestamps, authentication status, and session details.)
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Figure 6: Attendance Records Dashboard

Evaluation Metrics and Results

The system’s performance was assessed based on key evaluation
metrics, as shown in Table 1

Table 1: Evaluation Metrics and Results for the MLA System

Metric Evaluation Criteria Score/Outcome
- 5 -

Accuracy Error rate in attendance | 98% (High

logs Accuracy)
Security Unauthgrlzed access | gqo,

prevention
Usability User satisfaction rating 4.8/5
Performance | Average OTP delivery time | 2.5 seconds

Source: Researcher’s fieldwork and analysis, 2024.

Interpretation of Results

The results provide valuable insights into the system’s performance
and effectiveness in improving attendance tracking.

Research Question 1: How effective is the dual-layer
authentication method in reducing proxy attendance and
unauthorized access?

e Findings: The combined use of fingerprint
authentication and OTP significantly reduced
unauthorized attendance attempts. Out of five attempts
recorded, three were successful, while two were denied
due to failed verification.

e Interpretation: This confirms that the system is highly
effective in minimizing proxy attendance and
ensuring secure authentication.

Research Question 2: Does the system ensure accurate user
identification and reduce errors associated with manual
methods?

e Findings: Fingerprint authentication guarantees
unique user identification, with OTP verification
adding a secondary layer of confirmation.

o Interpretation: Compared to manual roll calls, the
system drastically reduces attendance errors and
enhances data integrity.

Research Question 3: How does the system handle
verification failures and provide user feedback?

e  Findings: The system features retry limits, access
denial logs, and real-time notifications to users
explaining authentication failures.

e |Interpretation: These mechanisms improve user
experience and transparency; ensuring users
understand why authentication fails and what actions
they need to take.

Research Question 4: How efficiently does the system record
and store attendance data?

e  Findings: Attendance is recorded instantly upon OTP
verification, with data securely stored in a structured
database.

e Interpretation: The system streamlines attendance
logging, eliminating the delays and inefficiencies of
manual systems.

Comparison with Existing Literature
The MLA system aligns with and extends previous research on
attendance monitoring technologies:

o  Similarities: Like Alzahrani & Alghamdi (2023) and
Patel & Desai (2023), this system addresses proxy
attendance through biometric authentication.

o Differences: Unlike Al-Shaibani & Daud (2020), which
focused on single-layer authentication, this study
implements a dual-layer authentication process to
enhance security.

o  Contributions: This research bridges gaps by
providing an integrated, user-friendly, and highly
secure solution that advances both theoretical and
practical applications.

Theoretical Implication

This study contributes to the growing body of knowledge on multi-
layer authentication systems. It demonstrates how combining
biometric authentication with OTP-based verification
enhances security and accuracy in digital attendance monitoring
systems.

Practical Implications

The MLA system provides a viable solution for educational
institutions seeking to enhance attendance tracking efficiency and
security. Its automated authentication mechanism eliminates the
need for manual interventions, reducing administrative workload.

Development of a Lecture Attendance Monitoring System with Multi-Level
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Policy Implications

The system supports policy recommendations for secure
authentication practices in educational institutions and other
domains requiring attendance tracking. It reinforces the need for
standardized biometric and OTP authentication protocols to
enhance security across institutions.

Limitations and Future Research

Despite its effectiveness, the MLA system has some limitations:

1. Fingerprint Dependence: Users with worn or
damaged fingerprints may experience authentication
challenges.

2. OTP Delivery Delays: Network connectivity issues can
lead to delays in OTP verification.

3. Scalability: Further evaluation is needed to assess
system performance under high user loads.

Recommendation for Future Research

1)  Explore alternative biometric authentication
methods, such as facial or iris recognition.

2) Investigate offline OTP generation or multiple
OTP delivery channels to mitigate network
dependency.

3) Optimize system architecture to improve
scalability and performance under varying
conditions.

Summary

The implementation of the Multi-Level Authentication (MLA) system
successfully enhances attendance security, accuracy, and user
experience. The system effectively prevents proxy attendance,
ensures accurate logging, and provides real-time user feedback.
Compared to traditional attendance methods, it offers greater
efficiency and security, making it a viable solution for educational
institutions and beyond.

Conclusion

The implementation of the Lecture Attendance Monitoring System
with Multi-Level Authentication (MLA) demonstrates a secure,
efficient, and innovative solution for attendance tracking in
educational institutions and organizations. By combining fingerprint
verification with OTP-based authentication, the system addresses
the challenges of proxy attendance and unauthorized access,
ensuring accurate and reliable attendance records.

The MLA system enhances user experience through clear
feedback mechanisms and robust handling of verification failures,
such as retry limits and user notifications. Efficient data storage and
retrieval further streamline the process, offering significant time
savings and ensuring accessibility for reporting and analysis. This
study emphasizes the transformative potential of integrating
advanced authentication technologies into traditional processes,
promoting both security and transparency.

Continued research and development are essential to refine and
expand the system's capabilities, enabling broader applications in
diverse settings. The findings highlight the importance of scalable,
user-friendly solutions that leverage technology to address modern
organizational needs.

Recommendations
To further improve the Lecture Attendance Monitoring System, the
following actionable recommendations are proposed:

1. Customizable Retry Limits

Introduce customizable OTP retry limits based on user
roles or institutional policies. This balances security and
usability, ensuring adaptability to diverse requirements.

2. Enhanced Notification Systems
Implement multi-channel notifications (e.g., SMS, app
notifications) to inform users about authentication
outcomes, such as successes, failures, or reasons for
denial, fostering transparency and user confidence.

3. Comprehensive Logging and Auditing
Maintain detailed logs of all authentication events,
including timestamps and outcomes, to support regular
security audits and identify potential vulnerabilities.

4. Fallback Mechanisms
Develop alternative authentication methods, such as
security questions or secondary email verification, to
assist users facing challenges with fingerprint or OTP
verification.  Include  manual  verification by
administrators for exceptional cases.

5. User Training and Support
Provide comprehensive training materials (e.g.,
manuals, tutorials, FAQs) to educate users on system
functionalities. Offering responsive support services will
further enhance user satisfaction.

6. Feedback Collection and lterative Improvement
Incorporate a feedback mechanism to gather user
insights on system performance and usability. Regularly
update the system based on this input to ensure
alignment with user expectations.

7. Regular Updates and Security Patches
Implement frequent updates to address emerging
security threats and incorporate new features, ensuring
the system remains secure and up-to-date.

8.  Scalability Planning
Design the system for scalability to accommodate larger
institutions and higher traffic volumes. Optimize
performance to handle simultaneous verifications
without compromising reliability.

By adopting these recommendations, the MLA system will better
address the limitations of traditional attendance methods, providing
a secure, accurate, and user-friendly solution tailored to evolving
institutional needs.

Final Remarks

The MLA system successfully achieved its objectives of offering a
reliable and secure attendance monitoring solution. Its multi-level
authentication approach ensures robust security, while real-time
notifications and automated processes enhance user experience
and operational efficiency.

This study underscores the importance of leveraging technology to
streamline administrative processes in educational institutions. The
MLA system serves as a foundation for further innovation,
highlighting the potential for scalable, advanced, and user-centric
solutions that address real-world challenges in attendance
monitoring. Future research should focus on refining the system,
exploring emerging technologies, and expanding its applicability to
other domains.
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