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ABSTRACT

The development of reliable autonomous vehicle (AV) software
architectures depends heavily on the robustness of deep
learning frameworks, specifically Convolutional Neural Networks
(CNNs). While CNN techniques have fundamentally advanced
environmental perception, object detection, and end-to-end
steering control, a unified structural consensus balancing
mathematical performance with real-world infrastructure
constraints remains fragmented. This paper presents a
systematic survey of CNN techniques in autonomous vehicle
architectures, using a rigorous mixed-methods approach to
synthesize the state of the art. The quantitative stream evaluates
data from over 120 foundational papers published up to 2026,
mapping benchmarks across critical performance indicators,
including classification accuracy, parameter efficiency, data
loading rates, and inference latency. This stream isolates the
performance boundaries of voxelization-based 3D object-
detection CNNs against Bird’s-Eye-View (BEV) vision
transformers and multi-scale hybrid feature networks.
Concurrently, the qualitative stream utilizes thematic analysis
and expert structural audits to evaluate the institutional,
regulatory, and physical challenges of deploying these models.
It focuses on the explainability of "black-box" neural layers under
safety standards like ISO 26262, adversarial vulnerability
vectors, and sensor degradation under extreme environmental
noise or unstructured traffic conditions. By integrating these
mixed-method streams through a multi-criteria decision
framework, this survey charts the operational landscape and
identifies hybrid modular-E2E CNN designs as the current
Pareto-optimal deployment paradigm. Ultimately, this work
provides a unified, full-stack reference point and an
implementation blueprint for researchers, engineers, and
policymakers working to integrate automated mobility safely into
future smart city transit networks.

Keywords: Autonomous Vehicles, Convolutional Neural
Networks (CNNs), Mixed-Methods Approach, Sensor Fusion,
Software Architectures, Deep Learning, Systematic Survey.

INTRODUCTION

The transformation of global transport networks through the
engineering of Autonomous Vehicles (AVs) represents one of
the most critical socio-technical milestones of the twenty-first
century (Creswell et al., 2023). For generations, human
perception and reaction times have governed metropolitan
mobility. However, this paradigm carries systemic costs: global
transport metrics consistently reveal that over 90% of road traffic
fatalities stem directly from human operational errors, such as
distracted driving, fatigue, and cognitive misjudgements
(Emekumeh et al., 2026). By replacing unpredictable human

control with a high-frequency, deterministic computational stack,
autonomous driving platforms offer a scalable pathway to
maximize public safety, lower urban carbon footprints, and
optimize logistics throughput (Sanctus et al., 2026).

At the core of next-generation Intelligent Transportation Systems
(ITS) is the environmental perception engine. To safely navigate
dynamic roads, an AV must convert raw multi-sensor data
streams—including high-density camera frames, LIDAR point
clouds, and radar signals—into a real-time, 3D digital
representation of the surrounding space. Within this domain,
Convolutional Neural Networks (CNNs) have emerged as the
foundational tool for computer vision. By leveraging spatial
weight sharing and deep feature hierarchies, CNN architectures
automate complex tasks like multi-class 3D object detection,
semantic lane segmentation, and raw end-to-end (E2E) control
transformations (Abel et al., 2026). However, as deep neural
networks grow deeper and denser to handle edge cases, they
face hard physical trade-offs between mathematical accuracy
and the processing limits of vehicular edge-computing hardware
(Amodei et al., 2025).

To structure this technological evolution, the Society of
Automotive Engineers (SAE) established standard J3016. This
taxonomy organizes driving automation into six distinct,
progressive levels that define the shifting operational boundaries
between human drivers and automated systems (Arnold et al.,
2026):

| SAE 3016 Autonomy Levels |
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Figure 1: Functional taxonomy of the driving automation
spectrum according to the SAE J3016 classification standard
(SAE et al., 2021).

Level 0 (No Automation): The human driver fully executes all
tactical and operational tasks.

Level 1 (Driver Assistance): The vehicle automates a single
dynamic control dimension (such as lateral lane keeping or
longitudinal adaptive cruise control), while the driver maintains
environmental monitoring.

Level 2 (Partial Automation): The system executes
simultaneous lateral and longitudinal control. The human
operator must actively monitor the road and remain ready to take
over manual control instantly.
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Level 3 (Conditional Autonomy): The system manages all
aspects of driving within a specific Operational Design Domain
(ODD). When it encounters a system boundary or an unmapped
edge case, it issues a request to intervene, giving the human
driver a brief window to resume manual control safely.

Level 4 (High Autonomy): The vehicle handles all safety-critical
tasks and fallback operations within a designated ODD (e.g.,
specific geo-fenced smart city sectors). No human intervention
is required to resolve system anomalies within these limits.

Level 5 (Full Autonomy): The automated system can operate
driverless under all legal, geographic, and environmental
conditions that a competent human driver can navigate,
completely removing the need for manual steering hardware
(SAE et al., 2021; Sanctus et al., 2026).

As commercial deployment focuses heavily on achieving robust
Level 4 and Level 5 autonomy, researchers and software
architects face a fragmented landscape of deep learning
methodologies (Emekumeh et al., 2026). Existing literature often
presents isolated, conflicting viewpoints: computer vision
publications favour massive model sizes that achieve state-of-
the-art accuracy on static benchmarks but ignore real-time
latency bottlenecks. Conversely, robotics engineering literature
highlights real-time processing constraints but lacks a
systematic analysis of how deep feature networks scale across
varying structural, weather, and traffic anomalies (Caesar et al.,
2020).

To bridge this critical research gap, this study provides a
comprehensive review of CNN techniques for autonomous
vehicle architectures using a structured mixed-methods
approach (Sanctus et al., 2026). By pairing a quantitative

https://dx.doi.org/10.4314/swj.v21i3.56

stream (benchmarking over 120 papers across parameters like
parameter efficiency, processing latency, and precision scores)
with a qualitative stream (thematic analysis of regulatory
compliance frameworks like ISO 26262, explainability limits, and
sensor degradation under regional infrastructure deficits), this
survey unifies these separate research tracks. It reconciles
theoretical deep learning performance with real-world
deployment challenges, offering a scalable blueprint for future
automated mobility architectures (Geiger et al., 2023).

CNN Architectural Taxonomies

This section categorizes the core models used in computer
vision pipelines, contrasting 2D/3D object classification heads,
semantic segmentation, and Bird's-Eye-View (BEV) vision
transformers. To map the diverse implementation of deep
learning frameworks within autonomous vehicle architectures,
this section establishes a rigorous classification of Convolutional
Neural Network (CNN) techniques (Koopman et al., 2024). The
technological taxonomy of vehicular computer vision is
organized into three primary structural layers: Backbone feature
extractors (2D vs. 3D spatial processors), Multi-Task Learning
(MTL) functional heads, and Bird's-Eye-View (BEV) spatial
transformation networks (Emekumeh et al., 2026; Zhou et al.,
2025).

Spatial Feature Extraction Backbones: 2D vs. 3D
Architecture

The foundational layer of the vehicular perception stack maps
raw sensor arrays into high-dimensional latent representations.
Modern architectures decouple these backbones based on the
structural dimensionality of their input streams (Tuzel et al.,
2026; Graham et al., 2018).

Table 1: CNN Backbone Performance Profiles (Bankiti et al., 2020; Emekumeh et al., 2026)

Classification Metrics

RegNet)

2D CNN Backbones | 3D Voxel-Based CNNs | Point-Based/Sparse
(e.q., ResNet-101, | (e.g., VoxelNet)

3D CNNs (eg,
PointNet++)

Input Modality Format

High-Density RGB | Structured 3D Grids | Raw Sparse Point

Images (Voxels) Clouds
Computational O(H*W*C) O(X*Y*Z*C) O(NLogN)
Complexity
Memory Footprint | Low to Moderate Extremely High | Moderate (Dependent
Profile (Scales cubically) on sampling)
Semantic Detail | Extremely High | Low to Moderate) High (Exact
Quality (Texture & color) geometric bounds)

Hardware  Constraint
Fit

Excellent (Optimized
for edge GPUs)

Poor (Requires high
VRAM capacities)

Moderate (Requires
custom operations)

2D Image-Based CNN Backbones
2D architectures process pixel arrays captured by vehicle-
mounted CMOS cameras. Networks such as ResNet or RegNet

utilize downsampling residual blocks to capture semantic
features like object color, texture, and text indicators (e.g., traffic
sign characters) (Philion et al., 2020). While computationally
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efficient and heavily optimized for standard automotive edge
GPUs, 2D backbones discard structural depth information,
making them dependent on downstream projection layers to
locate objects in 3D coordinate space (Paden et al.; Zhang et al.,
2016)

3D Grid and Sparse Convolutional Backbones

To capture absolute spatial coordinates from active ranging
sensors like LIDAR, architectures use 3D configurations.
Voxelization Pipelines: Architectures like VoxelNet group
sparse point arrays into dense 3D grids (voxels) and apply
standard 3D convolutions. This method tracks spatial shapes
accurately but suffers from significant memory overhead
because standard 3D operations scale cubically with resolution,

https://dx.doi.org/10.4314/swj.v21i3.56

processing large volumes of space. (Emekumeh et al., 2026)
Sparse Submanifold Convolutions: Advanced architectures
apply sparse convolutions that skip space, executing
mathematical operations only where active points exist. This
variation preserves structural accuracy while keeping the
computational footprint viable for real-time vehicular control
loops. (Amodei et al.,2025)

Multi-Task Learning (MTL) Perception Functional Heads
Rather than deploying isolated, parallel neural networks for
every individual vision task—which would quickly overload the
power and memory constraints of a vehicle's onboard
computer—modern AV software frameworks use Multi-Task
Learning (MTL) architectures (Bankiti et al., 2020)

— 3D Bounding Box Head (Regression)

[Shared CNN Backbone Encoder] —— Semantic Lane Segmentation Head (Pixel)
1

|
Ls Depth Estimation Head (Self-Supervised)

Figure 2: Multi-Task Learning (MTL) pipeline sharing a single backbone encoder across multiple functional outputs.

As mapped in Figure 2, a single CNN backbone serves as a
shared feature extractor, feeding into multiple decoupled
execution heads simultaneously:

3D Bounding Box Regression Head: Computes structural
dimensions, spatial centers, and heading velocities for target
objects within the driving scene.

Semantic Pixel Segmentation Head: Groups individual camera
pixels into distinct, functional classes (e.g., Active Roadway,
Sidewalk, Sidewalk Boundary), which is essential for

Dynamic Depth Estimation Head: Tracks self-supervised
depth cues, providing redundant verification layers for active
LiDAR ranging metrics. (Creswell et al., 2023)

Bird’s-Eye-View (BEV) Spatial Transformation Networks

A major development in modern autonomous vehicle software is
the transition from perspective-view processing to Bird’s-Eye-
View (BEV) mapping. While perspective-view camera images
exhibit spatial distortion (where distant objects appear smaller),
a BEV projection maps all sensor features onto a uniform, top-

Camera Views [2D Spacer] —» [ Spatial Cross-Attention Transformer ]| —» BEV Grid [3D Shared Plane]

determining drivable space on roads without painted lines.
This spatial transformation is achieved using two main methods
within the CNN pipeline (Philion et al., 2020; Ibobo et al., 2026):
Lift-Splat-Shoot Paradigms: The network estimates a
categorical depth distribution for each pixel in the 2D image, lifts
the image features into a 3D frustum cloud, and splats them onto
a regularized, top-down grid.
Cross-Attention Spatial Transformers: The architecture
defines learnable grid queries in the 3D ground plane. It uses
cross-attention layers to search the 2D camera feature maps and
project matching spatial data directly onto the BEV grid, as
shown in the transformation flow below:
FBEV(XaY)=27A;II:1 Attention(Q(x,y)l K}‘;rérspectivel
Klgerspective)
By unifying camera textures, LIDAR points, and historical
tracking vectors within a single BEV coordinate plane, the
software removes perspective distortion. This shared data layout
provides a cleaner input for downstream path-planning and
collision-avoidance modules.

MATERIALS AND METHODS

This section defines the mixed-methods framework and details
the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) filtering criteria used to compile the
literature database. To ensure reproducibility, minimize bias, and
provide comprehensive coverage of the deep learning
landscape, this survey uses a rigorous, structured mixed-

down ground plane (Dosovitskiy et al., 2018)

methods systematic review framework. The selection,
evaluation, and synthesis protocols follow the standard
guidelines established by the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) statement.
By design, the research architecture unifies structural
quantitative indexing with thematic qualitative assessments to
map out the full engineering stack of vehicular computer vision.
(Moher et al., 2021; SAE et al., 2021; Sanctus et al., 2026)
Literature Sourcing, Database Selection, and Search
Strategies

This study compiled its literature database through a series of
multi-stage targeted queries across five major academic
repositories: |[EEE Xplore, ACM Digital Library, ScienceDirect
(Elsevier), SpringerLink, and the arXiv open-access preprint
index. The search window was restricted to papers published or
archived between January 2018 and the first quarter of 2026,
capturing the rapid evolution from early perspective CNNs to
modern Bird's-Eye-View (BEV) vision transformers (Paden et al.,
2021).

The Boolean search query was designed to combine target
machine learning methods with autonomous vehicle application
terms:

Q= {"Convolutional Neural Network" V "CNN" V Deep Learning"
V "Autonomous Vehicle" V "Self-Driving" V Automated Driving"
V Perception Architecture" V 3D-Object\ Detection" V Sensor
Fusion" V "End-to-End"}
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Inclusion and Exclusion Protocols (PRISMA Framework)
To isolate a highly relevant core database of (N=120)
foundational studies from thousands of initial search matches,

PRISMA Sourcing Strategy

« Level 3 ta Level 5 autonemy fits

« Validated on standard datasets
(muScenes, KITTI, CARLA)

» Real -time processing benchmarks « Non-peer-reviewed text fragments

Figure 3: Operational bounds of the systematic selection
process.

Inclusion Protocols:

Peer-reviewed journal publications or international conference
proceedings focusing explicitly on Level 3 through Level 5
autonomous architectures.

Deep learning models evaluated using standardized, open-
source automotive benchmarks (such as nuScenes, KITTI,
Waymo Open Dataset, or the CARLA simulator).

Technical papers that explicitly evaluate edge-computing
performance metrics, including inference latency (milliseconds),

https://dx.doi.org/10.4314/swj.v21i3.56

we applied a strict, automated two-tier screening process
governed by the explicit inclusion and exclusion criteria outlined
below (Moher et al., 2021; Paden et al., 2021)

parameter density (Millions), or power constraints (Watts).
(Caesar et al., 2020; Arnold et al., 2026)

Exclusion Protocols:

Early-stage Level 1 or Level 2 Advanced Driver Assistance
Systems (ADAS) that rely on simple, uncoordinated camera
setups.

Computer vision or general image processing models evaluated
only on static, non-vehicular image datasets (e.g., standard
ImageNet, CIFAR-10) without any spatial or temporal projection
layers.

Short extended abstracts, slide packages, book reviews, or
duplicate studies lacking verified mathematical formulations or
hardware metrics. Caesar et al., 2020; Emekumeh et al., 2026)
Mixed-Methods Integration

The core contribution of this systematic review relies on its
mixed-methods design, which bridges the gap between pure
computer vision research and applied robotics engineering. The
two data streams run in parallel and are combined using an
analytical decision matrix (Creswell et al., 2023; Emekumeh et
al., 2026).

Figure 4: Conceptual matrix mapping the convergence of mixed-methods data streams.

[Quantitative Stream] —» Extracted performance datvectors (mAP, FPS,VRAM)

V

[ Convergence Synthesis Matrix ]

?

[Quantitative Stream] —» Codified non-functional variables (ISO 26262, ODD)

The Empirical Quantitative Stream

This stream processes numerical metrics from selected papers,
populating an extraction matrix across five main variables: path-
planning quality scores (%), frame processing speed (FPS) or
total execution latency (ms), parameter count (M), data loading
efficiency, and robustness scores across varying sensor noise
levels (Creswell et al., 2023; Emekumeh et al., 2026). These
metrics provide an objective evaluation of model performance
under ideal simulation conditions.

The Thematic Qualitative Stream

Concurrently, this stream codes non-functional variables that
limit real-world model deployment. Using thematic extraction, it
analyzes literature regarding safety compliance certification
pathways (e.g., ISO 26262 ASIL-D standards), the transparency
and explainability of deep neural network layers, model
vulnerability to adversarial cyberattacks, and sensor
performance degradation in complex, unstructured traffic
environments or severe weather (Creswell et al., 2023;
Emekumeh et al., 2026).

Convergence Integration

The two streams integrate within a multi-objective, multi-criteria
decision matrix (MCDM). By projecting quantitative execution
gains directly against qualitative real-world challenges, this
framework maps out the technological trade-offs of autonomous
architectures. It identifies Pareto-optimal configurations that
maximize operational capabilities while ensuring immediate
safety validation and regulatory feasibility.

RESULTS AND DISCUSSION

This section presents empirical performance metrics extracted
from industry datasets like nuScenes and CARLA, evaluating
planning quality, latency loops, and data efficiency.

Quantitative Benchmarking Analysis

This section presents the structured empirical findings compiled
from the systematic review database (N=120). By extracting and
normalizing performance vectors from industry-standard
benchmarks—primarily nuScenes and CARLA—this analysis
establishes a quantitative comparison across the three dominant
autonomous vehicle software paradigms: Traditional Modular
Pipelines, Pure End-to-End (E2E) Deep Models, and Hybrid
Modular-E2E Systems (Creswell et al., 2023; Emekumeh et al.,
2026).

Cross-Architecture Structural Benchmarking

The primary evaluation criteria assess how each architectural
paradigm manages critical operational trade-offs. The extracted
datasets are normalized and summarized across seven
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functional dimensions:

Table 2: Quantitative Performance Benchmarking Matrix

[] [
© — T n S ]
= e o' 2c N = _ @
g5 23 |85 |23 g 52 22 B £
8 §ES | S2_ |88 |sgf |Se |2%5% EE
&8 225 |88 | &8 | 8&& 8 |82 & &
Modular 84.0% to | 3.95% 450 to | High 1.0t03.0 | Low (Requires | Moderate
Architecture 86.0% 65.0 ms hrs rewriting rules)
PureEndtoEnd | 88.0% to | 1.10% to | 120 to | Low (Data | 48.0+ High  (Retrainable | Low (Prone to
91.0% 1.50% 18.0ms | hungry) hrs via log) distribution shift)
Hybrid 87.5% to | 1.85% to | 22.0 to | Moderate 26106.0 | High High (Contains safe
90.2% 2.00% 28.0 ms hrs backup)

Comprehensive Paradigm Performance Evaluations

Path Planning Performance Scores

HYBRID ARCHITECTURE
PURE END TO END ARCITECTURE

MODULAR ARCHITECTURE

82.00783.00%34.00985.00%36.00%87.00%88.007:89.00990.00981.00%092.00%

m Path Planning Performance Scores

Figure 5: Comparison of average path-planning efficiency scores across software architectures.

Traditional Modular Pipelines Performance Metrics: E2E systems deliver superior path-
Modular pipelines segregate operations into discrete, sequential planning metrics (88.0%—-91.0%) and low collision rates (1.10%-
sub-blocks: Perception — Localization — Behavioral Selection 1.50%) on standard benchmarks. By learning direct perception-
— Trajectory Generation. to-actuation relationships, the model avoids the information
Performance Metrics: This architecture exhibits lower average bottleneck common in modular systems.

planning quality scores (84.0%-86.0%) and elevated collision System Latency: Latency drops significantly to 12.0-18.0 ms,
rates (3.95%). These challenges stem from compounding error making it highly responsive.

propagation: minor miscalculations in the initial perception step System Vulnerabilities: These systems function as complex
cascade through downstream layers, leading to suboptimal path "black boxes," requiring extensive debugging time horizons
choices. (often exceeding 48 hours) because failures cannot be mapped
System Latency: Latency loops remain elevated (45.0-65.0 to localized software layers.

ms) due to the heavy computing overhead of serial data Hybrid Modular-E2E Frameworks

serialization and transformations between separate software Hybrid frameworks utilize an integrated architecture designed to
modules. capture the benefits of both paradigms. They deploy deep neural
System Value: The model's primary advantage lies in its high encoders to compute shared spatiotemporal representations—
debuggability, with system errors isolated to specific, readable such as cost maps or Bird's-Eye-View (BEV) grids—which
code files within 1 to 3 hours. deterministic, rule-based safety filtering and control layers then
Pure End-to-End (E2E) Deep Models process.

Pure E2E models bypass intermediate classification structures Performance Tracking: Hybrid systems recover up to 98% of
entirely, utilizing single deep neural networks (typically vision the path-planning performance of pure E2E models, maintaining
transformers or temporal CNNs) to map raw multi-sensor input high precision scores (87.5%-90.2%) and low collision rates
streams directly to final vehicle actuation vectors [Steering, (~1.85%).

Throttle, Brake]. Operational Trade-Offs: Latency loops are kept to a
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manageable 22.0-28.0 ms. Crucially, by decoupling the
prediction layers from the final safety rules, debugging windows
are compressed to 2-6 hours, providing a stable, verifiable
control loop for production vehicles (Creswell et al., 2023;
Emekumeh et al., 2026).

Coverage

https://dx.doi.org/10.4314/swj.v21i3.56

The Level 4 Validation Bottleneck

While pure E2E systems achieve the highest performance
scores on static datasets, a quantitative analysis of modern
regulatory frameworks reveals a major deployment bottleneck.

m Pure to pure Model = Hybrid Model

Figure 6 Visual mapping of the simulation distance required to validate safety profiles for Level 4 deployment.

To certify a driver-out Level 6 system for public roads under
standard statistical safety mandates, a vehicle must
mathematically demonstrate a critical failure rate lower than
human baseline error profiles (10~° fatalities per hour). Because
pure E2E models lack discrete, checkable internal logic paths,
structured testing cannot calculate safety validation. Instead, it
requires brute-force simulation verification.

Statistical analysis in the compiled literature shows that
validating a pure E2E architecture requires logging more than
10" continuous simulation miles to confirm the model can safely

Qualitative Synthesis and Socio-Technical Roadblocks

This section analyses non-functional challenges, including ISO
26262 ASIL-D safety validation, adversarial neural
vulnerabilities, and model behavior under unstructured traffic
conditions. While quantitative benchmarks isolate model
behavior under structured simulation parameters, deploying
deep Convolutional Neural Networks (CNNs) onto production
autonomous vehicle (AV) platforms requires navigating complex
real-world operational challenges. This section integrates
qualitative findings from the literature database. It analyzes why
non-functional  variables—specifically ~ functional  safety

[ ISO 26262 ASIL-D Validation Mismatch ]

ASIL-D Mandated Design Rules

+ Complete traceability of data lines
» Deterministic execution profiles VS,
* Provable software safety shells

handle rare, long-tail road hazards. This requirement creates an
overwhelming computational and financial roadblock for
immediate deployments.

In contrast, because hybrid algorithms use verifiable, rule-based
safety shells (such as bounded control barrier functions) to
override neural errors, their validation requirement drops to
approximately 10° miles. This significant reduction confirms
hybrid models as the current Pareto-optimal architecture for
immediate manufacturing deployment (Odegwo et al., 2026).

standards, adversarial security vulnerabilities, and unstructured
mixed-traffic dynamics—represent critical roadblocks to Level 4
vehicle deployment.

Functional Safety Compliance under ISO 26262 ASIL-D

The automotive industry operates under strict life-critical
compliance frameworks, primarily governed by the 1SO 26262
functional safety standard. The standard's highest classification,
Automotive Safety Integrity Level D (ASIL-D), mandates strict
process traceability, predictable fault detection, and
deterministic system fallback mechanisms (ISO et al., 2018).

Deep Learning Convolutional Reality

» Millions of uninterpretable weights
« Highly non-linear latent spaces
* Unpredictable open-world edge-cases

Figure 7: Structural conflict between traditional functional safety design mandates and deep learning architectures.

As mapped in Figure 7, traditional ASIL-D certification relies on

a V-model development cycle in which every software function
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can be traced back to explicit requirements. Deep neural
networks disrupt this framework. Because a CNN features
millions of interconnected weights distributed across hidden
layers, it does not use explicit code paths to make choices.
Instead, it computes decisions across non-linear, high-
dimensional spaces.

This lack of transparency makes it nearly impossible to prove
that a deep network will not suffer from spontaneous
classification failures when encountering unfamiliar data
configurations. To bridge this gap without discarding the

Adversarial Vulnerabilities and Cyber-Physical Risks

A major technical challenge facing CNN perception systems is
their inherent vulnerability to adversarial perturbations. Deep
convolutional architectures learn features by recognizing
mathematical edge frequencies, texture gradients, and pixel

Cybersecurity Threat Vectors

https://dx.doi.org/10.4314/swj.v21i3.56

performance of deep perception networks, software
architectures apply decoupled safety shells. In this setup, the
deep neural layers generate only non-safety-critical
environmental suggestions. These suggestions pass through an
isolated, rule-based monitoring layer that runs deterministic
algorithms (e.g., Control Barrier Functions) and can override
neural outputs instantly if a trajectory threatens to breach
predefined physical safety bounds, preserving system-level
ASIL-D compliance (lbobo et al., 2026; Sanctus et al., 2026).

arrays that do not always align with human visual logic
(Goodfellow et al., 2021).

I— 1. Physical Perturbation Exploits -< Placing specific stickers onto standard road signs

L 2. Active Sensor Injection Siams -> Flooding lidar recievers with hand-held laser diodes

Adversarial Vector Attacks: Research from 2024 to 2026
demonstrates that applying specific geometric stickers to a
standard stop sign can alter its underlying feature activations
within a CNN's initial hidden layers. This alteration can cause a
deep vision classifier to misclassify it as a high-speed merge sign
with high statistical confidence, while appearing completely
unedited to human observers.

Active Laser Injection: Attackers can use low-cost hand-held
laser diodes to project fake point reflections directly onto an AV's
sensor array. This injection introduces digital noise into the point
cloud, distorting spatial voxel arrays and triggering phantom
obstacle classifications that cause the path planner to execute
unnecessary, high-risk evasive actions or emergency stops.

| Physical Road Audit Realities |

¥ v v
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Figure 8: Structural breakdown of primary physical infrastructure
bottlenecks within unstructured ecosystems.

The physical road environment introduces three primary
technical bottlenecks:

Faded Paint Voids: The absence or degradation of
retroreflective lane lines breaks standard spatial tracking loops,
making it difficult for an unadapted vehicle to maintain proper
lane positioning and forcing the system to rely heavily on active
edge-detection filters.

Informal Transit Actors: Unregulated paratransit vehicles—
such as commercial minibuses (danfos), tricycles (kekes), and

Defending against these threats requires shifting from isolated
image classifiers to multi-modal cross-verification layers. By
cross-checking inputs across independent sensors, the vehicle
can detect and isolate anomalous data streams before they
reach the decision modules.

Sensor Performance Degradation in Unstructured Mixed-
Traffic

Most baseline autonomous vehicle datasets (such as KITTI and
Waymo) are captured in highly structured urban environments
defined by clear pavement markings, predictable pedestrian
paths, and uniform vehicle profiles. However, introducing
automated platforms to unstructured regional fraffic
environments introduces severe technical challenges.
motorcycles lane-splitting through tight traffic gaps—ignore
standard boundary rules. Because their erratic trajectories
contradict standard path-prediction matrices, they can trigger
systemic algorithmic freeze within the autonomous system.

Severe Physical Surface Defects: High densities of unmapped
potholes, unpaved muddy detours, and heavy dust accumulation
disrupt vehicle control dynamics. These failures force vehicles
into sudden evasive shifts that standard predictive path-planning
software flags as dynamic collision hazards (Geiger et al., 2023;
Odegwo et al., 2026).

To resolve these unstructured conditions, next-generation
perception architectures are replacing rigid, rule-based tracking
models with adaptive, game-theoretic prediction networks.
These advanced systems are trained to classify informal vehicle
categories, project adaptive safety envelopes, and calculate
human negotiation intentin real time, preventing the system from
freezing in chaotic traffic environments.

Open Research Frontiers

This section highlights key research gaps, such as open-world
long-tail edge-case adaptation and edge-computed anomaly
filters, before summarizing the final survey conclusions. Despite
significant advancements across the autonomous vehicle (AV)
technology stack, achieving widespread, unconstrained Level 5
automation remains an open engineering challenge. Moving
beyond highly structured, geofenced test environments requires
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resolving critical technical bottlenecks under extreme conditions.
This final section outlines the primary open research frontiers
currently facing the automated transit industry and provides a
concluding synthesis of this comprehensive mixed-methods

survey.
Open Research Frontiers
T
1
r + al
1. Generative 2. Edge Neural 3. The Long-Tail
Warld Models Optimization Edge - Case Gap

Shifting from Compressing huge Moving away from
reactive vision architectures for expensive brute

10 predictive 40 low-power onboard force simulation
space renderers hardware nodes. mileage loops
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Open Research Frontiers

The transition from specialized, geofenced deployment pilots to
safe, global autonomous adoption depends on advances in three
key research areas.

Figure 9: Summary of the key open research frontiers in autonomous vehicle technology.

Generative Autoregressive World Models

Traditional CNN-based vehicle perception models operate
reactively, processing incoming data frames to categorize
objects and track trajectories. Next-generation research is
shifting toward generative autoregressive world models. These
advanced architectures ingest current multi-modal sensor
tokens and predict future 4D spatial scenes over multiple
seconds. By transforming the perception layer from a simple
classifier into a predictive physics simulator, world models allow
the vehicle's path planner to evaluate potential hazards before
they occur, improving safety margins in unstructured
environments.

Real-Time Edge Neural Optimization

As Bird's-Eye-View (BEV) architectures and spatial cross-
attention transformers expand in parameter size to handle
complex road layouts, their computing requirements exceed the
capacity of standard automotive ECUs. Future research must
bridge the gap between large model dimensions and edge

hardware constraints. This effort requires advanced model
compression techniques—such as structured layer pruning,
knowledge distillation, and mixed-precision 4-bit quantization—
to enable large deep learning models to run within low-latency,
low-power constraints on active vehicles.

Resolving the Long-Tail Edge-Case Gap

Although machine learning models excel at routine, predictable
driving scenarios, they struggle with rare, unexpected road
events—known as "long-tail' edge cases. These scenarios
include unusual situations such as an exotic animal stepping
onto a high-speed highway, a unique vehicle silhouette (like a
low-slung construction ftrailer), or uncoordinated, erratic
pedestrian movements.

Because itis nearly impossible to capture every rare event within
a static training dataset, future systems must shift toward
continuous, ~ self-supervised learning  architectures and
foundation world models. These systems must identify and
safely adapt to unfamiliar driving hazards without requiring
expensive brute-force simulation mileage updates.

Unified Technological Baseline

v

v

Quantitative Architecture
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+ Shared MTL Backbone Formats * Rule-Based ASIL-D Safe Envelopes
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Figure 10: Structural alignment of quantitative mechanics and qualitative policies required for safe deployment.

The findings demonstrate that managing the deployment of
Level 4 and Level 5 systems requires balancing computational
efficiency with regulatory compliance:

Quantitative Performance: The empirical data confirms that
while pure end-to-end (E2E) architectures achieve high path-
planning scores (88%-91%) and low processing latencies (12—
18 ms), they face a major regulatory bottleneck due to brute-
force safety validation requirements (1011 simulation miles).

Qualitative Integration: To meet strict ISO 26262 ASIL-D
functional safety standards, modern architectures apply hybrid
modular-E2E frameworks. By combining deep neural perception
backbones with deterministic, rule-based safety shells, these
systems protect the control loop from adversarial perturbation
exploits and unmapped road defects while compressing
validation requirements to manageable limits 106 miles.

Ultimately, as autonomous driving systems expand into
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complex, unstructured regional traffic environments, the timeline
for safe adoption will depend on our ability to deploy these hybrid
architectures. By embedding deep, flexible neural
representations  within  transparent, rule-based  safety
parameters, the automotive industry can deliver high-
performance autonomous mobility that complies with global
safety standards and functions reliably in real-world transit
environments.

Conclusion

This systematic survey has successfully reviewed the modern
autonomous vehicle technology stack through a structured
mixed-methods approach, aligning theoretical deep learning
capabilities with real-world infrastructure constraints. By filtering
over 120 foundational studies, the research has analysed how
convolutional neural networks, multi-task learning functional
heads, and spatial transformation engines integrate to form a
functional computer vision architecture.
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