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ABSTRACT

The rapid growth of connected devices, social media, and digital
services has produced unprecedented data volumes, driving a shift
from batch processing to real-time analytics (RTA). RTA
emphasizes velocity, enabling data to be ingested, processed, and
analyzed as it arrives to deliver immediate insights and business
value. This article reviews major RTA techniques, including stream
processing (SP), complex event processing (CEP), query- and
rule-based analytics, programmatic platforms, anytime algorithms,
and hybrid edge—cloud architectures. The paper assesses stream
processing frameworks such as Apache Flink, Kafka, and Storm
for scalability, fault tolerance, and latency, with Flink consistently
achieving sub-100-millisecond performance for complex tasks.
CEP is highlighted for detecting event patterns and correlations,
supporting applications in fraud detection, predictive maintenance,
and smart environments. Anytime algorithms are examined for their
ability to provide progressively refined results, enabling rapid
decision-making in time-sensitive contexts. The integration of
machine learning into streaming pipelines, edge deployment
strategies guided by the latency-bandwidth—compute triangle, and
emerging hybrid architectures are also discussed. Three
developmental trends are identified: evolution from batch to
stream-native systems, convergence of batch and stream
paradigms, and fusion of machine learning with RTA. Findings
underscore the need to balance latency, cost, and complexity when
selecting techniques for specific use cases.

Keywords: Real-time data analytics, Complex Event Processing,
Apache Flink, Apache Kafka, anytime algorithms, machine learning
integration

INTRODUCTION

The advent of ubiquitous connectivity, social media ecosystems,
and digital service platforms has fundamentally transformed the
digital landscape, giving rise to an overwhelming proliferation of
information (Joseph, 2025) (Mehmood et al., 2025). This rapid
expansion of data generation, distinguished by its extraordinary
volume, velocity, and variety, has precipitated a paradigm shift in
the architecture and governance of computational infrastructures
(Chenetal., 2023). Contemporary systems must therefore address
the formidable challenge of ingesting and processing continuous
data streams in real time, driven by the widespread deployment of
loT devices, the ubiquity of social media platforms, and the
proliferation of digital services that collectively generate an
immense torrent of information (Sharma, 2026). Real-time
analytics has emerged as a distinct branch of big data analytics
that emphasizes the velocity aspect of big data, in which data is
prepared, processed, and analyzed as it arrives to generate
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insights and create business value in near real time (Chen et al.,
2023). Traditional batch-processing frameworks, which analyze
data at scheduled intervals and produce insights that may be hours
or days old, struggle to meet these demands, driving the need for
advanced real-time analytics solutions (Premalatha, 2026;
Manjusha & Kumar Sharma, 2026). The difference between real-
time and batch processing is not merely a matter of speed; it is the
difference between detecting a fraud attempt before a transaction
clears and discovering it in a morning report, or between
scheduling equipment maintenance before a failure and
responding to an outage that has already stopped production
(Chen et al., 2023). The need for real-time data processing and
analysis has led to two important paradigms: generic Stream
Processing (SP) and Complex Event Processing (CEP) (Kyrama &
Gounaris, 2026). While Stream Processing focuses on analyzing
continuous data streams in real-time to extract insights, Complex
Event Processing specializes in identifying meaningful event
patterns and correlations, such as security breaches, machine
malfunctions, or financial fraud (Kyrama & Gounaris, 2026). This
article provides a comprehensive examination of these primary
techniques, analyzing each technique's advantages, limitations,
and applications across industries.

Real-Time Analytics versus Batch Analytics

The distinction between real-time analytics and traditional batch
analytics is fundamental to understanding the value proposition of
real-time techniques (Haapala, 2026; Patil & Moantri, 2026). Batch
analytics processes data on a schedule such as hourly, daily, or
weekly, and works well for historical questions such as quarterly
trends or weekly revenue (see Figure 1). Real-time analytics
processes data continuously or near-continuously and supports
active questions such as whether to trigger an alert, block an
action, or update a user experience (Chen et al., 2023). Key
differences include latency, best use cases, business
consequences, infrastructure complexity, and cost trade-offs (Al
Khaldy & Hamarsheh, 2026). Batch analytics typically exhibits
latency measured in scheduled intervals such as hourly, daily, or
weekly, making it suitable for historical analysis, financial reporting,
long-term trends, and scheduled summaries (El-Kafrawy & El-
Amin, 2026; Manjusha & Kumar Sharma, 2026). The business
consequence of batch analytics is that it helps teams understand
what happened after the fact (Modalavalasa, 2026; Haapala,
2026). In contrast, real-time analytics delivers insights with
seconds, milliseconds, or near-real-time latency, making it best for
active decisions, alerts, monitoring, live dashboards, and
embedded product experiences (Onden, 2026; Li, 2026). The
business consequence is that real-time analytics helps teams
respond before the moment passes (Chen et al, 2023).
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Infrastructure complexity is generally higher for real-time analytics
because ingestion, processing, and delivery must remain
continuously available, whereas batch analytics can be processed
in scheduled jobs with lower infrastructure requirements (Parmar,
T., 2025; Shermy & Saranya, 2025). The cost tradeoff is that real-
time analytics can become expensive if it processes high-volume
events inefficiently. In contrast, batch analytics is usually easier to
control but less useful for time-sensitive decisions (Chen et al.,
2023; Siddiqui & Qureshi, 2025).

Real-Time Processing PrOCReSNS,

Review Objectives
The principal objective of this review is to critically examine major
techniques used in real-time data analytics and establish a
structured framework for understanding their relative advantages,
limitations, and application domains.
The specific objectives are to:
1. Examine the fundamental principles of major real-time
analytics techniques.
2. Compare query-based, rule-based, stream-processing,
CEP, anytime, ML/Al, and edge—cloud approaches.
3. Analyze representative real-time stream-processing
frameworks.
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Figure 1: Real-Time and Batch Processing (Chen et al., 2023)

The principal differences between the two paradigms can be
summarized as follows:

Table 1a: Differences between Batch Analytics and Real-Time
Analytics (Patil & Moantri, 2026) (Khattach et al., 2025)

artificial intelligence with streaming pipelines.
6. Analyze the role of edge, fog, cloud, and hybrid
architectures.
Identify persistent research challenges and gaps.
8.  Propose future research directions for intelligent and
adaptive real-time analytics.

~

Review Questions

The following questions guide the review:

RQ1: What are the principal techniques used for real-time data
analytics?

RQ2: How do these techniques differ in terms of latency, scalability,
computational requirements, and analytical capability?

Dimension Batch Analytics Real-Time Analytics i ) o .
Data Sertale R th%:;mV\:)hrg:: g\sr;zi r:geplﬁlf?)trlr\;es 7advantages and limitations of major
processing continuous oL . . . .
Typical latency | Minutes to days Milliseconds to th%imHF?r\zcg:siig%omplex Event Processing differ from generic
: : seconqs . RQ5: What role do anytime algorithms play in time-constrained
Primary Retrospective Immediate  decision analytics?
obpctwe undersltandlng PRt . RQ6: How can machine learning and Al be integrated into
Typllcall Repomng, . Frauﬁd . detection, streaming architectures?
applications historical analysis mom.tonng, aIertsl RQ7: How do edge—cloud architectures influence latency,
Infrastructure  Scheduled Q?ntlnuously available bandwidth, privacy, scalability, and energy consumption?
_ PIOGESSINg infrastructure RQ8: What research gaps must be addressed to develop next-
Data arrival Accumulated Continuous streams generation real-time analytics systems?
datasets
Decision After events During or immediately Classification of Data Stream Analytics Platforms
timing _ afterevents Data stream analytics platforms fall into three principal types (see
Coststructure  Generally ~easier  Potentially higher due Table 1b) based on how they process and analyze streaming data:
to control to continuous

operation
Fault tolerance = Job-level recovery = Continuous state and
fault recovery

query-based, rule-based, and programmatic platforms (Chen et al.,
2023). Query-based platforms, including products such as Esper,
Flink SQL, SAP HANA Streaming Analytics, StreamSQL, and
Azure Streaming Analytics, express low-level aggregation on

Main challenge ~Large-scale Latency, state, defined event types using SQL-based query languages. Rule-
computation availability, and based platforms are divided into production rule systems like
correctness Drools Fusion and Business Events, which use IF-THEN rules to

The choice between batch and real-time analytics should not be
viewed as binary. Many modern systems combine both paradigms.
Historical data may be processed using batch analytics for model
training and long-term analysis, while real-time streams support
online inference, monitoring, and immediate decision-making. This
convergence creates a unified analytical architecture in which
batch and streaming processes complement each other.

respond to the environment, and Event-Condition-Action rule
systems like IBM Streams, which facilitate reactions to events in
event-driven architectures (Chen et al, 2023). Programmatic
platforms such as Flink, EventSwarm, Apana, and StreamBase
provide comprehensive functionality for processing complex
events through programming interfaces and APIs.
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Table 1b: Classification of Data Stream Analytics Platforms (Igulu
et al., 2025) (Abashes et al., 2025)

Category Products Description
Query-based Esper, Flink SQL, Express low-level
SAP HANA  aggregation on
Streaming defined event
Analytics, types; SQL-based
StreamSQL, Azure = query languages
Streaming Analytics
Rule-based: Drools Fusion, = IF-THEN rules
Production BusinessEvents about behavior
Rules responding to
environment
Rule-based: IBM Streams Event-Condition-
ECA Rules Action rules for
event-driven
architecture
Programmatic | Flink, EventSwarm, = Comprehensive
Apana, functionality ~ for
StreamBase processing
complex events
Review Methodology

This appraisal used a systematic approach to ensure transparency
and replicability. The methodology follows the principles of
narrative synthesis adapted for technical reviews in computing and
information systems.

Search Strategy

A systematic search was performed across multiple academic
databases, including IEEE Xplore, ACM Digital Library,
ScienceDirect, SpringerLink, and Google Scholar.

Inclusion and Exclusion Criteria
The inclusion criteria used in this study include:
i. Peer-reviewed journal articles, conference papers, and
book chapters
i Papers published between 2015 and 2026 to ensure
currency
ii. Focused on real-time data analytics techniques,
frameworks, or applications
iv. Papers providing empirical evaluation, comparative
analysis, or comprehensive review
The exclusion criteria in this study include:
i. Papers focused solely on batch processing without real-
time considerations
i. Non-peer-reviewed articles, blogs, or technical reports
i Papers not available in full text
iv. Papers  focused  exclusively — on
implementation without algorithmic discussion

hardware

Analytical Framework
The included papers were analyzed using thematic analysis. Each
paper was categorized based on:
1. Technique Type: Query-based, rule-based, stream
processing, CEP, anytime algorithms, ML/AI
integration, edge-cloud architectures

Techniques In Real-Time Big Data Analytics:
And Applications

Limitations,

https://dx.doi.org/10.4314/swj.v21i3.66

2. Performance  Dimensions: Latency,  throughput,
scalability, fault tolerance, resource consumption
3. Application Domain: Finance, healthcare, loT, smart
cities, industrial monitoring
4. Advantages and Limitations: As reported by the authors
The synthesis involved identifying common themes, tracing the
evolution of techniques over time, and identifying research gaps
and future directions.

Query-Based Data Stream Analytics

Query-based data stream analytics platforms offer strong
expressiveness for low-level aggregation on defined event types,
and their SQL basis makes them easy for most application
developers to learn (Chen et al., 2023). These platforms typically
use Event Processing Languages (EPLs) that let users express
complex queries over streaming data using familiar SQL-like
syntax (Langhi, 2025) (Chandra, 2025). The SQL foundation
makes query-based platforms accessible to application developers
with existing database experience and provides strong support for
low-level aggregation operations on defined event types.

Advantages

Query-based platforms are easy to learn, as the SQL foundation
makes them accessible to application developers with existing
database experience (Chen et al, 2023). They provide good
expressiveness for low-level aggregation operations on defined
event types. Standardizing SQL-like query syntax reduces the
learning curve for new users and enables rapid development of
streaming analytics applications (Medina-Bulo et al., 2025; Lin et
al., 2025).

Limitations

Query-based platforms have drawbacks in event-pattern
abstraction, and some languages cannot express dynamic sliding
windows (Chen et al., 2023). Additionally, tuple-based event-type
models often struggle with nested data found in JSON or XML
payloads (Hassan, 2025). These limitations restrict the complexity
of patterns they can express and may require workarounds for
advanced use cases (Harditya et al., 2026).

Applications

Query-based platforms suit scenarios that require low-level
aggregation and analysis of streaming data, such as real-time
monitoring dashboards, loT data aggregation, and operational
analytics (Chandra et al.,, 2025). They are particularly effective
when the analytical requirements are well-defined and can be
expressed using SQL-like constructs (Baccouri & Abdellatif, 2025).

Rule-Based Data Stream Analytics

Rule-based data stream analytics platforms are better suited to
expressing conditional event patterns than query-based platforms
(Chen et al., 2023). Two principal types of rule-based techniques
have been used: production rules and Event-Condition-Action
rules.

Production Rules and Ripple-Down Rules

Production rule data stream analytics platforms consist of a set of
IF-THEN rules about behavior that respond to the environment: if
the condition is met, the action is asserted (Chen et al., 2023;
Babadzhanov et al., 2025). As a common technique in expert
systems since the 1980s, production rules have provided an
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alternative to artificial intelligence for knowledge representation
and business decision-making across a broad range of domains,
including pathology and computer system and network
troubleshooting. The ripple-down rules (RDR) framework enables
incremental learning, with domain experts adding rules when false
conclusions occur, without corrupting existing knowledge bases
(Chen et al., 2023; Puslecki & Walkowiak, 2025).

Advantages of Production Rules and Ripple-Down Rules
Production rules provide established knowledge representation
techniques that the expert systems community understands well.
They support business decision-making through automated rule
execution and enable incremental learning through the RDR
framework (Chen et al., 2023). This makes them particularly
valuable in domains where human expertise can be encoded as
rules and refined over time.

Limitation

Forward-chaining inference can lead to conflicting rules, requiring
careful rule management (Chen et al., 2023). The action has to be
modified whenever the condition is updated, creating maintenance
overhead. Rule execution results are typically not preserved for
future improvements, limiting the ability to learn from past
decisions. Production rules find applications in loT event
processing and monitoring, business rule automation, and
computer system and network troubleshooting (Das & Rajput
2026).

Event-Condition-Action Rules

Event-Condition-Action rules were proposed to facilitate reactions
to events in event-driven architectures and active databases (Das
& Rajput 2026). There are three components in an ECA rule: the
event, which is the trigger of rule execution and can be a composite
event comprised of various event types; the condition, which is the
criterion that needs to be satisfied via a logic test before the
specified action is taken; and the action, which is the operation to
be executed when the condition is met. ECA rules are designed for
event-driven architectures and can handle composite events made
up of various event types (Chen et al, 2023). They enable
automated rule execution through expert system integration and
clearly separate event detection, condition evaluation, and action
execution. Also, expressing complex event patterns can be
challenging with ECA rules (Richards et al., 2025). Managing large
rule bases requires sophisticated tooling and careful organization.
Full automation requires integration with expert systems, adding
architectural complexity. ECA rules detect event pattern
occurrences and react to them, execute business logic on incoming
event streams, manage active databases, and implement event-
driven architectures (Poss & Schénig, 2026).

Stream Processing: Frameworks and Comparative Analysis
Stream Processing has become the standard model for analyzing
continuous, rapid information flows from different sources with low
latency to produce new data streams and extract knowledge and
insights from raw data (Kyrama & Gounaris, 2026). Modern stream
processing systems manage real-time data inputs, enabling
organizations to detect anomalies, identify emerging patterns, and
quickly adapt to changing conditions (Shaik, 2024). Prominent
platforms include Apache Flink, Apache Kafka, and Apache Storm,
each offering distinct features tailored to specific aspects of stream
processing.

Apache Flink

Apache Flink is a distributed stream processing framework
designed around continuous data flows. Unlike batch-first systems
that bolt on streaming, Flink treats streams as the primary
abstraction, with batch processing considered as a bounded
stream (StreamKap, 2026). A key advantage is its ability to perform
stateful stream processing with precise event-time semantics,
which is critical for applications that demand high accuracy and
dependability.

Architecture and Operational Characteristics

Flink runs as a cluster with a JobManager (coordinator) and one or
more TaskManagers (workers). It stores state in RocksDB on local
disk and periodically checkpoints it to a distributed filesystem like
S3 or HDFS. Checkpoints are incremental, meaning only changed
state gets written, keeping checkpoint overhead low even for multi-
terabyte state (StreamKap, 2026). Flink processes events one at a
time, not in micro-batches, which gives it single-digit millisecond
latency in most configurations. Throughput scales horizontally by
adding TaskManagers, with production deployments regularly
handling millions of events per second per job.

State Management

Flink offers exactly-once state consistency through aligned and
unaligned checkpoints, supports keyed state and operator state,
and can manage terabytes of state per job (StreamKap, 2026).
Savepoints let users stop a job, modify the code, and resume from
the same state, enabling seamless upgrades and maintenance.

SQL Support

Flink SQL is a full SQL layer that compiles down to the same
dataflow runtime. Users can create tables, define watermarks for
event time, run joins including temporal joins, and write results to
sinks all in SQL. The SQL support is mature enough for production
use, though complex windowing logic sometimes requires dropping
into the Java/Scala DataStream API (StreamKap, 2026). The
advantage is that Flink provides a true stream-native architecture
with low latency, battle-tested state management at terabyte scale,
strong SQL support, an active open-source community, and
exactly-once  processing guarantees (StreamKap, 2026).
Performance benchmarks indicate that Flink consistently achieves
sub-100-millisecond latency for complex operations (Shaik, 2024).
The steep operational learning curve for self-managed clusters and
JVM tuning required for large state workloads present challenges
(StreamKap, 2026). Job upgrades with state compatibility need
careful planning, and managed offerings can become expensive at
scale.

Apache Kafka

Apache Kafka, developed by LinkedIn before becoming open-
source, functions as a distributed event streaming platform
optimized for high-throughput data ingestion and real-time
distribution (Shaik, 2024). Its architecture relies on a replicated log
structure to guarantee durability and scalability across multiple
nodes. With the ability to handle millions of events per second at
sub-millisecond latencies, Kafka has become an essential building
block for real-time data pipelines and applications (Javed &
Rajumar, 2026).
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Figure 2: Kafka Architecture (Goswami & Shivaji, 2025)

Advantages

Kafka provides high throughput and can process millions of events
per second with sub-millisecond latencies (Goswami & Shivaji).
The replicated log structure ensures durability and fault tolerance,

processing (Shaik, 2024).

Limitations

The default micro-batch mode provides latency in the hundreds of
milliseconds to seconds range, which is sufficient for dashboards
and analytics but not for sub-second alerting (Immadisetty, 2025).
Spark 3.x introduced a continuous processing mode targeting
approximately 1ms latency, but it remains experimental with limited
operator support. Checkpoint-based recovery can be slow, and
Spark has a heavier resource footprint than stream-native tools.
However, Spark is best for organizations already running Spark for
batch ETL or analytics that want to add streaming without
introducing a new framework, and when combining streaming with
ML model scoring or complex analytical queries (Gudduri, 2026).

Table 2; Comparison of Stream Processing Tools (Gudduri, 2026)

" ; ; : Tool Latency = State SQL | Deploy | BestFor
and the partitioned architecture allows horizontal scaling across Manage  Supp = ment
distributed clusters. Kafka Streams facilitates in-stream ment ort Model
computations while Kafka Connect enables integration with Apach  Lowms RocksDB = Flink = Self- Stateful
external systems. Kafka Streams emerges as a compelling solution e Flink , SQL  manage | event
for lightweight stream processing needs, particularly in Kafka- incremen  (full)  d or  processi
centric architectures (Shaik, 2024). . IENEES | g Gl
checkpoi d scale
Lo nts
lelFatI(.)ns . . . Kafka Low ms RocksDB = None = Embedd | Kafka-
Configuring and managing Kafka clusters requires specialized Stream y (Java ed in  native
expertise. While excellent for ingestion, complex transformations s changelo  DSL | JVM microser
may require additional processing layers (Bhattacharyya et al., gtopics | only) | apps vices
2025). The persistent log structure requires significant storage Spark  100ms+ In- Spark = Self- Teams
resources. As Shaik (2024) notes, Kafka Streams provides the Struct  micro- memory  SQL  manage already
most straightforward operational model among major stream g:::am b:ginf;'s ;heckpo' (full) %atabr'c fsl’;a”ril?g
H ~ | |
processing platiorms. ing continuou | nt to ks, EMR | batch

N S HDFS/S3 jobs
Applications (experim
Kafka is used in high-frequency trading environments where ental)
market activity histories must be reconstructed for thorough Apach = Lowms External = Limit = Self- Simple,
analysis, loT data ingestion pipelines in smart city applications e only ed manage = scalable
collecting traffic patterns, weather conditions, and energy usage Storm d real-time
data, and social media stream ingestion for sentiment analysis and computat

on

trend detection (Bolgov, 2025).

Apache Spark Structured Streaming

Apache Spark is a newer-generation framework than Hadoop for
large-scale data analytics, with an execution engine that distributes
programs across clusters and modules for writing programs in
various languages, including Python, SQL, Scala, Java, and R (Yip
& Wojtyczka, 2026). Spark Structured Streaming extends the
Spark SQL engine to handle streaming data using a micro-batch
execution model by default, processing small batches of data at
regular intervals (Alam, 2025).

Advantages

Spark offers high scalability with linear scalability characteristics, a
comprehensive set of tools including SQL, streaming, ML, and
graph processing, and uses random-access memory instead of
disks for intermediate data, resulting in performance at least three
times faster than Hadoop (Shaik, 2024). The unified
batch/streaming AP| means the same SQL works on both bounded
and unbounded data, and the large ecosystem includes MLIib,
GraphX, and Delta Lake integration (Streamkap, 2026). Spark
Streaming offers unparalleled throughput for large-scale data

Practical Considerations for Stream Processing Tool
Selection

Empirical studies guide tool selection. Shaik (2024) conducted
comprehensive benchmarking and found that Flink consistently
achieves sub-100-millisecond latency for complex operations,
while Spark Streaming offers unparalleled throughput for large-
scale data processing, and Kafka Streams provides the most
straightforward operational model. The study also found significant
feature convergence across these platforms, with each adopting
strengths from the others while maintaining its distinct architectural
advantages (Shahnawaz & Kumar, 2025).

A comparative study on real-time fraud detection using Kafka with
Apache Flink and Apache Spark found that both pipelines were
implemented under identical conditions and integrated with a
pretrained Random Forest model. Experimental results showed
that Apache Spark achieved consistently lower average latency of
0.8 seconds at 10 TPS and 0.9 seconds at 40 TPS compared to
Apache Flink, which recorded 1.7 and 1.6 seconds, respectively.
Throughput remained stable under load for both frameworks,
demonstrating scalability (Shahnawaz & Kumar, 2025). These
findings provide empirical insights to support informed decision-
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making in selecting stream processing technologies for real-time,
mission-critical use cases.

Complex Event Processing

Complex Event Processing is a specialized category of stream
processing that focuses on identifying meaningful sequential event
patterns in data streams, such as security breaches, machine
malfunctions, or financial fraud (Kyrama & Gounaris, 2025).
Complex Event Processing systems monitor data streams in real
time, filter out irrelevant events and combine incoming events from
single or multiple data streams to identify high-level events, i.e.,
complex events (Kyrama & Gounaris, 2025).

Distinctions Between CEP and SP

Complex Event Processing differs from generic Stream Processing
systems in four aspects: data model, language model, processing
model, and time model (Kyrama & Gounaris, 2025). Stream
Processing systems consider the internal data model as a tuple,
i.e., a list of attributes, and all incoming tuples share a common
schema, forming a stream of tuples. In Complex Event Processing
systems, data arrive as events, i.e., tuples with a timestamp
specifying the event generation time. The source generates and
attaches the timestamp, which serves as an ordering marker when
the system processes the event (Kyrama & Gounaris, 2025).

Table 3: Distinctions Between Complex Event Processing and
Generic Stream Processing (Kyrama & Gounaris, 2025)

Aspect Stream Processing = Complex  Event
Processing
Data Model Tuples with common = Events with
schema timestamps
Language Low-level APIs or ' Declarative pattern
Model SQL-like language
Processing Generic Pattern  detection
Model transformations and sequencing
Time Model Processing time = Event time focus
focus

Advantages and Limitations of CEP

Complex Event Processing systems are designed to capture and
process data semantics, using expressive languages to define
complex event patterns for detecting specific situations or event
combinations (Kyrama & Gounaris, 2025). The timestamp serves
as an ordering marker during processing, enabling accurate
temporal analysis. Complex Event Processing systems provide
sophisticated state management for tracking complex patterns
across multiple events and can trigger immediate actions based on
detected patterns.

However, pattern detection over long event sequences requires
significant memory and computational resources. Compared to
general Stream Processing systems, Complex Event Processing
systems may struggle to scale to extremely high event volumes.
Several advanced Complex Event Processing solutions cannot be
transferred to edge environments because they assume abundant,
homogeneous resources; assume out-of-order and missing data
are managed elsewhere; and assume privacy constraints on data
sharing (Kyrama & Gounaris, 2025). Additionally, Kumar and
Agarwal (2024) provide a comprehensive survey of rule-based
CEP for loT applications, highlighting challenges in rule adaptability
for streaming loT data and the need for scalable event-driven
architectures.

https://dx.doi.org/10.4314/swj.v21i3.66

Applications of CEP

Consider a smart home scenario with sensors measuring
temperature, humidity, and air quality installed in each room. The
data from these sensors are sent to a Complex Event Processing
system running on a Raspberry Pi, which is also installed locally.
The system is responsible for detecting important patterns in real-
time, such as when the temperature is higher than a predefined
value, there is a continuous rise of temperature within the last 30
minutes, or the indoor air is too dry and the temperature is too high,
indicating that the humidity control system is not working properly
(Kyrama & Gounaris, 2025). This Complex Event Processing
system can serve as an HVAC control system that triggers an alert
or adjusts settings. Complex Event Processing finds applications in
smart home environments, fraud detection where it identifies
sequences of events that indicate fraudulent activity such as
unusual transaction patterns, industrial monitoring where it detects
machine malfunctions through patterns in sensor data, and
healthcare monitoring where it identifies critical patient conditions
through patterns in vital sign data (Kyrama & Gounaris, 2025).

Anytime Algorithms for Real-Time Analytics

Anytime algorithms have gained significant attention in data
analytics because they can provide approximate results at any time
that improve over time, making them well-suited for quick decision-
making (Challa et al., 2026). Anytime algorithms, which can trade
computational time for result quality, are increasingly critical for
applications requiring rapid, adaptive insights. They are widely
used in stock market analysis, fraud detection, sentiment analysis,
and weather forecasting (Challa et al., 2026). Traditional data
analytics techniques often struggle to process large-scale data,
especially in environments with constrained computational
resources and processing time. They are often inadequate for
handling variable data inter-arrival rates because of their limited
speed and lack of flexibility. If used beyond their maximum
capability, they would have to process sampled data or buffer
unlimited data and eventually get stuck (Asadova et al., 2023).

Characteristics of Anytime Algorithms

Anytime algorithms exhibit four key characteristics: interruptibility,
meaning they can be interrupted at any time before completion and
provide intermediate, valid approximate results; resource
adaptiveness, where the quality of results improves with an
increase in allocated resources; incremental learning, enabling
progressive refinement as more data becomes available; and
scalability, maintaining anytime properties with an increase in data
size or complexity (Asadova et al., 2023) (Shamsinejad ef al.,
2025).
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Table 4: Comparison of Non-Anytime Versus Anytime Algorithms
(Challa et al., 2026)

To evaluate the performance of anytime algorithms, particularly for
large datasets, metrics must capture their ability to provide

Aspect Non-Anytime  Anytime Algorithms progressively improved solutions as more computational resources

Algorithms become available (Challa et al, 2026). Unlike traditional
Execution Run to  Canbeinterrupted at any point algorithms, which return a single final result after execution,
model completion to provide best-so-far result anytime algorithms can be evaluated by the quality of intermediate

before results and the speed at which they improve over time. Key metrics

producing any include (Chen, 2025):

output a. Initial Solution Quality under Interruption: Measures the
Result Only available =~ Progressive refinement; quality of the first available intermediate solution when
availability  after full | outputimproves with time the algorithm is interrupted early (Neoaz, 2025).

— processing - - b. Time-Computational Efficiency ~Trade-off: Evaluates

Adaptability | Fixed runtime  Adapts to  varying  fime how efficiently an anytime algorithm transforms
to time allowances

constraints

Handling Fixed Adjusts processing based on

available computational resources into quality
improvements.

C. Scalability: Measures how well an algorithm maintains

resource computational = available resources ) . ; . ) ) ,
constraints  budget its anyhme properties with an increase in the size or
Scalability Requires Provides intermediate results, ggg}? lexity of data or stream speed (Asadova of al,
more refines over time )
hardware — . .
: . . Applications of Anytime Algorithms
:::11 in real- ﬁ?grrr:?(tedr; ttim Z\t/g;r?nlfggderr\?irromttr:rtge and Anytime alglorlithms find applicat.ions‘in stocl§ market analysis_ and
decision- insights trenq pred|ct|on,. fraud _detectl_on in c_red|t card transa.c‘tlon.s,
making before sentiment analysis in somgl medlg analytlcs,‘ §peech rgcognltlon in
completion natural language processing, object recognition from images and
. — e videos, and path planning in robotics (Challa et al., 2026). For
9ua||ty . o .N° . .ngllty_lmproves withincrease example, in stock market analysis, anytime algorithms can process
intermediate |ntern?ed|ate in time; early resuts may be large-scale data incrementally, providing preliminary insights
results reslult, must coarse but usable quickly if interrupted and refining predictions as more resources
\rlgltjltfor final become available, benefiting both short-term stock investors

Contract versus Interruptible Anytime Algorithms

Anytime algorithms fall into two categories: contract and
interruptible (Challa et al., 2026). A contract algorithm receives
resources such as time and computational hardware allocated
beforehand and executes within those allotted resources to
produce the best possible result. If interrupted before the contract
ends, contract algorithms do not guarantee a valid result. An
interruptible algorithm, by contrast, is designed to return a result at
any point during execution, without preallocated resources. If
interrupted, it returns the best solution found so far; if allowed to
continue, it refines the result further. For instance, in a fraud
detection system, if the algorithm is interrupted before it finishes, it
can produce quick fraud alerts; with more processing time, it can
refine the accuracy of these alerts as it analyzes more data (Challa
et al., 2026). This feature makes interruptible algorithms highly
flexible and suitable for environments where computational
resources or time availability are uncertain.

In data analytics, anytime algorithms apply to two broader
scenarios: mining large databases and mining data streams
(Asadova et al, 2023). Anytime algorithms for large datasets
produce multiple results with varying levels of approximation,
whose accuracy increases as processing time increases, giving
users flexibility in trading off computational resources and result
accuracy. Anytime algorithms for data analytics include induction-
tree-based, kernel-based, ensemble-based, neural-network-
based, nearest-neighbors-based, probability-estimation-based,
density-based, and frequent itemset mining algorithms.

Performance Metrics for Anytime Algorithms

seeking quick results and long-term stock investors willing to wait
for more refined, accurate results.

Recent research has investigated the utilization of anytime
algorithms in cloud-based fault detection techniques. Asadova et
al., (2023) analyzed the basic concepts of anytime algorithms in
existing works as well as their benefits of usage, reviewing various
literature and combining them for possible fault recognition and
time deliberation. The study showed that anytime algorithms, real-
time decision-making algorithms that focus on time deliberation,
are particularly valuable for fault detection in cloud systems where
timely response is critical (Asadova et al., 2023).

Machine Learning Integration in Streaming Pipelines

Integrating machine learning into stream processing systems has
significantly enhanced analytical capabilities in real-time data
environments (Shaik, 2024). This convergence enables continuous
deployment of machine learning models to evaluate and interpret
incoming data streams, which is essential for applications such as
predictive maintenance and anomaly detection. Tools like
TensorFlow Extended and Apache Beam enable seamless
integration of machine learning workflows into streaming pipelines,
allowing adaptive training and real-time model assessment.
Machine learning models can score incoming events immediately,
enabling instant decision-making (Shaik, 2024). For instance, in a
dynamic pricing strategy for e-commerce platforms, prices adjust
in real time based on supply-demand analytics extracted from
continuous customer activity streams. Models can update
dynamically using incoming streams, accommodating new trends
and shifts in consumer behavior almost instantaneously. Machine
learning algorithms can detect subtle patterns that rule-based
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systems might miss, and hybrid models that combine multiple Al
techniques further enhance predictive performance (Chen et al.,
2023).

Advantages of ML Integration
The following are some of the advantages of ML algorithms:

a. Real-Time Predictions: Models can score incoming
events immediately, enabling instant decision-making.
For instance, in fraud detection, a pre-trained Random
Forest model can be integrated with Kafka and either
Flink or Spark to score transactions as they arrive.

b.  Adaptive Learning: Models can be updated dynamically
using incoming streams, accommodating new trends
and consumer behavior shifts almost instantaneously.
This lets systems adapt to changing patterns without
manual model retraining.

c. Enhanced Insights: Machine learning algorithms can
detect subtle patterns that rule-based systems might
miss, and hybrid models that combine multiple Al
techniques further enhance predictive performance
(Chen et al., 2023).

Limitations and Challenges
The following are some of the limitations of integrating ML in
network systems:

a. Computational Demands: Running machine learning
models in real-time requires significant computational
resources. Deep learning models, including multi-layer
perceptrons, convolutional neural networks, recurrent
neural networks, and long short-term memory networks,
demand substantial resources (Chen et al., 2023).

b.  Latency: Complex model inference may introduce
unacceptable delays, potentially negating the benefits
of real-time processing.

c. Data Quality: Errors that batch pipelines catch during
scheduled validation propagate instantly in streaming
systems, requiring quality controls embedded in the
ingestion layer itself.

d. Data Scarcity: In embedded Al applications, the data
bottleneck is significantly more pronounced than in
mainstream Al, creating label scarcity and sample
scarcity challenges.

ML/AI Techniques in Real-Time Analytics
The choice of Al techniques depends on user preference. The
following are some of the techniques:

a.  Supervised Learning Techniques: Regression, Random
Forest, SVM, and Gradient Boosting are applied to
classification, prediction, and fraud detection (Chen et
al., 2023). In the fraud detection study, a Random
Forest model was selected for integration with Kafka-
based real-time pipelines because it performed best
ofine among five evaluated machine learning
classifiers (Menon, 2025).

b.  Unsupervised Learning Techniques: K-Means,
DBSCAN, and PCA are applied to clustering, anomaly
detection, and dimensionality reduction (Chen ef al.,
2023).

c.  Deep Learning Models: Convolutional Neural Networks
for processing grid-like data such as images, Recurrent
Neural Networks for sequential data with temporal
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dependencies, Long Short-Term Memory for capturing
long-term  dependencies in sequences, Gated
Recurrent Units as simplified LSTM variants, and
Autoencoders  for  unsupervised learning and
dimensionality reduction have been extensively
employed (Chen et al., 2023).

Edge-Based Deployment and Hybrid Architectures
The following subsection discusses edge-based deployment and
hybrid architectures for network systems.

The Edge-Cloud Design Triangle

Deploying stream processing and Complex Event Processing
systems in edge settings addresses latency, security, and privacy
concerns while highlighting challenges specific to these systems
(Kyrama & Gounaris, 2026). Edge nodes operate under limited
resources, unstable connectivity, and high transmission costs (see
table 5), often under different ownership, performing local analytics
to reduce communication overhead and latency while preserving
privacy and security by keeping sensitive data close to its source
(Martis, 2025). The latency, bandwidth, and compute constraints
form the "design triangle" that helps engineers determine where
processing occurs, what data gets prioritized, and how resilient the
entire system is under real-world conditions (Martis, 2025). Latency
influences whether data is processed immediately on the edge or
more slowly via the cloud, with time-sensitive data such as health
alerts or anomaly detection requiring low latency and edge
computing. Bandwidth determines which data is sent to the cloud,
requiring intelligent filtering, local caching, and compression for
optimization. Compute resources are less available in edge
computing than in the cloud, making it crucial to optimize for
lightweight telemetry agents that prioritize the most valuable
insights (Martis, 2025).

Table 5: Comparison of Infrastructure Types for Real-Time
Analytics

Infrastructure = Advantages Limitations

Type

Single-node  Easily deployed Limited scalability

Cluster High- Fixed processing
performance, nodes, limited
high-availability, compared to cloud
scalability

Cloud-based = Scalability, Reliance on network
mobility connectivity,

significant latency

Edge/Fog Low Limited  scalability,
communication possible data loss
latency, security,
privacy

Advantages of Edge-Based and Hybrid Architectures
The following are the advantages of edge-based and hybrid
architectures:

a. Reduced Latency: Hybrid architectures combine the
power of cloud computing and the speed of edge
telemetry, enabling ultrafast response times for mission-
critical applications (Martis, 2025). Data processed
close to the source reduces transmission delays.
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b.  Enhanced Security and Privacy: Processing sensitive
information locally reduces exposure and minimizes the
attack surface. As the number of entry points increases
including edge devices, cloud endpoints, and
communication protocols so does the attack surface.
Security experts recommend adopting a zero-trust
security model in which every telemetry packet is
authenticated and encrypted, both at rest and in transit
(Martis, 2025). Techniques such as mutual transport
layer security, device identity verification, and role-
based access control ensure the secure operation of
edge agents and cloud services.

c. Bandwidth Efficiency and Cost Savings: Local data
filtering and pre-aggregation reduce unnecessary data
flow to the cloud, minimizing transmission costs (Martis,
2025). Companies address cost control by
implementing smart filtering, adaptive sampling, and
edge-side analytics. Siemens, for example, uses edge
analytics in factories, reducing unplanned downtime via
predictive maintenance and cutting network loads by up
to 70% (Martis, 2025).

d.  Operational Resilience: Local autonomy keeps systems
running amid network disruptions, while distributed
compute resources provide scalability and flexibility
(Martis, 2025).

Review of Similar Works

Chen et al., (2023) conducted a comprehensive review of real-time
analytics concepts, architectures, and machine learning and
artificial intelligence considerations, developing a logical analytics
stack to support the description of key functionality and
relationships between relevant components in real-time analytics
solutions. The authors highlighted complex event processing
technology that has influenced many recent data streaming
solutions in the analytics stack and discussed integrating machine
learning and artificial intelligence into real-time analytics solutions.
Their work guided practitioners in selecting appropriate solutions
for real-ime analytics problems, including the application of
emerging Al technologies, and presented real-life case studies in
finance and health domains to demonstrate the use of the
techniques and technologies discussed.

Kyrama and Gounaris (2026) provided a comprehensive
analysis of complex event processing, highlighting the
distinctions between Complex Event Processing and Stream
Processing systems, including the types of data processed and
the operators used, as well as the emphasis on pattern detection.
The authors provided an overview of existing optimization
techniques adopted by Stream Processing and Complex Event
Processing systems and discussed critical requirements for
Complex Event Processing systems to ensure result correctness,
such as handling inconsistencies, out-of-order and duplicate data,
effective state management, and security considerations. The work
investigated the deployment of Complex Event Processing
systems in edge settings to address latency, security, and privacy
concerns, highlighting challenges specific to these systems, and
concluded with a vision for edge-based Complex Event Processing
engines identifying research gaps and offering guidance for further
exploration.

Challa et al., (2026) provided a comprehensive survey of anytime
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algorithms tailored for data analytics over large datasets while
emphasizing their application in time-sensitive decision-making
environments. The authors examined the algorithmic foundations
and state-of-the-art anytime approaches across various data
analytics tasks, including classification, clustering, and frequent
itemset mining. Qualitative analysis was presented for each
algorithm based on key aspects such as interruptibility, resource
adaptiveness, and solution quality under constrained conditions.
The survey highlighted latest advancements and emerging
research trends, providing insights into how anytime algorithms can
be further developed to meet the demands of complex and dynamic
environments.

Shaik, (2024) presented a comprehensive comparative analysis of
three leading stream processing platforms: Apache Flink, Spark
Streaming, and Kafka Streams, examining their architectural
approaches, performance characteristics, and operational
considerations in real-time data processing scenarios. Through
extensive benchmarking and evaluation, the study investigated
these platforms across multiple dimensions, including processing
latency, throughput capacity, resource utilization, and operational
complexity. The article revealed that Apache Flink demonstrates
superior performance in low-latency scenarios with its true
streaming model, while Spark Streaming excels in high-throughput
situations with its micro-batch approach and robust ecosystem
integration. Kafka Streams emerges as a compelling solution for
lightweight stream processing needs, particularly in Kafka-centric
architectures. Performance benchmarks indicated that Flink
consistently achieves sub-100-millisecond latency for complex
operations, Spark Streaming offers unparalleled throughput for
large-scale data processing, and Kafka Streams provides the most
straightforward operational model.

Abbasi et al., (2026) presented the first systematic comparative
evaluation of Faust and Streamz, two Python-native Complex
Event Processing engines representing fundamentally different
architectural philosophies, specifically in the context of loT network
intrusion detection. Faust was selected for its actor-based stateful
processing model with native Kafka integration and distributed
table support, while Streamz was selected for its reactive,
lightweight pipeline design targeting high-throughput stateless
processing. The primary evaluation employed an loT network
intrusion  dataset comprising 583,485 events from 83
heterogeneous devices, with a secondary loT-adjacent benchmark
using the PaySim financial transaction dataset of 6.4 million
records. Results demonstrated that Streamz achieves superior
throughput at 4450 events per second with 89% efficiency and
minimal resource consumption of 40 MB memory and 12 ms
median latency, while Faust provides robust intrusion pattern
detection with 93% to 98% accuracy and stable, predictable
resource utilization of 1.4% CPU standard deviation. Critical
scalability thresholds were identified, with Streamz maintaining
efficiency above 95% up to 3500 events per second while Faust
degrades beyond 2500 events per second.

Martis, (2025) examined the integration of edge computing with
cloud telemetry, presenting the latency-bandwidth-compute
"design triangle" that helps engineers determine where processing
occurs, what data gets prioritized, and how resilient the entire
system is under real-world conditions. The article explored hybrid
approaches that combine the benefits of cloud architectures with
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edge computing, pushing compute closer to the data source and
enabling faster decision-making for use cases like device health
monitoring and predictive maintenance. Real-world applications
across industries including industrial loT, autonomous vehicles,
smart cities, and healthcare were presented, with quantifiable
benefits such as Siemens reducing network loads by up to 70%,
Barcelona reducing congestion by 20%, and BIGO reducing
hardware costs by 50% through adoption of modern streaming
platforms (Martis, 2025).

Critical Comparative Analysis/ Synthesis of Prior Research
The reviewed techniques should not be considered competitors in

Table 6: Comparative Framework

every context. Instead, they address different analytical
requirements. Query-based systems are most appropriate when
streaming analytics can be expressed through declarative
operations. Rule-based systems are valuable when decisions must
be transparent and deterministic. Stream-processing platforms
provide the scalable computational infrastructure required to
process continuous data. CEP adds sophisticated pattern
recognition. Anytime algorithms address uncertain time and
computational budgets. ML/Al introduces predictive intelligence,
while edge—cloud architectures determine where computation
should occur.

Technique Latency Analytical Interpretabilit =~ Scalability = Resource = Best
Capability y Demand Application

Query- Low— Aggregation High High Moderate ~ Monitoring

based moderate

Rule- Very low Deterministic = Very high Moderate | Low Automated

based decisions

Stream Low General Moderate Very high Moderate— = Large streams

processing transformation high

CEP Low Complex High Moderate High Fraud/security
patterns

Anytime Variable Progressive Depends on = High Adaptive Time-critical
approximation ~ model decisions

ML/AI Low-high Predictive Variable High High Prediction

Edge- Application ' Distributed Variable Very high Distributed = loT and cyber-

cloud -dependent physical

systems

The key finding is that there is no universally optimal technique.

Table 7: Evolution of Real-Time Big Data Analytics Techniques

Selection should depend on application latency requirements, data (2006-2026)
complexity, computational resources, required interpretability, Perio | Dominant | Key Latency | Key
scalability, security, energy constraints, and acceptable cost. d Paradigm | Technologi | Range Referenc
es es
Evolution of Real-Time Big Data Analytics (2006-2026) 2006- | Batch Hadoop Minutes Chen et
The evolution of real-time big data analytics reveals a clear 2010 | Processin | MapReduc | tohours al. (2023)
trajectory from batch-oriented systems to stream-native g e
architectures.  This evolution has been documented in 2011- | Early Apache Seconds | Cossa
comprehensive surveys of the field (Chen et al., 2023; Ozgelik & 2013 | Stream Storm, to (2025)
Turhan, 2026). Processin | Apache S4 | minutes
9
2014- | Micro- Apache 100ms to | Shaik
2016 | Batch & | Spark seconds (2024)
Unified Streaming
2017- | True Apache Millisecon | Shaik
2019 | Stream Flink, Kafka | ds (2024)
Processin | Streams
g
2020- | ML TensorFlow | Millisecon | Chen et
2022 | Integration | Extended, ds al. (2023)
Apache
Beam
2023- | Edge- Hybrid Sub- Kyrama &
2026 | Cloud architecture | millisecon | Gounaris
Convergen | s, Edge | d (2025)
ce CEP
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Key Developmental Patterns

Pattern 1: From Batch to Stream-Native Architectures

Early systems like Hadoop MapReduce (2006) were designed for
batch processing and could not meet the latency requirements of
real-time applications. This limitation led to the development of
stream-processing frameworks like Apache Storm (2011) and
Apache Flink (2014), designed from the ground up for continuous
data processing. As noted in comprehensive surveys of real-time
analytics, the field has evolved significantly to address the velocity
aspect of big data (Chen et al., 2023).

Pattern 2: Convergence of Batch and Stream Processing
Apache Spark (2014) introduced the concept of micro-batching,
which treats streaming data as a series of small batches. This
approach provides a unified programming model for both batch and
stream processing, simplifying development and reducing
operational complexity. Recent systematic reviews confirm that this
convergence has become a dominant trend in the field (Ozgelik &
Turhan, 2026).

Pattern 3: Integration of Machine Learning with Real-Time
Analytics

https://dx.doi.org/10.4314/swj.v21i3.66

The integration of machine learning into stream processing
systems has significantly enhanced analytical capabilities within
real-time data environments. As documented by Chen et al. (2023),
this convergence enables continuous deployment of machine
learning models to evaluate and interpret incoming data streams,
essential for applications such as predictive maintenance and
anomaly detection.

Pattern 4: Edge-Cloud Convergence

The latency, bandwidth, and compute constraints form the "design
triangle" that helps engineers determine where processing occurs.
Kyrama and Gounaris (2025) provide a comprehensive analysis of
edge deployment considerations for complex event processing
systems and identify critical research gaps.

Comparative Analysis of Techniques

Table 8 presents a comprehensive comparison of all reviewed
techniques across key performance dimensions, synthesized from
the reviewed literature (Chen et al., 2023; Cossa, 2025; Shaik,
2024).

Table 8: Comprehensive Comparison of Real-Time Analytics Techniques

Technique | Latency Throughput | Scalability | Fault Complexity | Best For
Tolerance
Query- Low- Moderate High Moderate | Low Monitoring
based moderate dashboards
Rule- Very low Low Moderate Low Low Automated
based decisions
Stream Low Very high Very high High Moderate- Large-scale
Processing high streams
CEP Low Moderate Moderate High High Pattern
detection
Anytime Variable Moderate High Moderate | Dependson | Time-
Algorithms model critical
decisions
ML/AI Low-high High High Variable High Predictive
Integration analytics
Edge- Application- | Distributed Very high High Very high loT, cyber-
Cloud dependent physical
systems

Research Gaps and Future Directions

Despite significant advancements, several research gaps remain,
as identified in recent surveys (Challa et al., 2026; Kyrama &
Gounaris, 2025):

1. Standardized Benchmarking: There is a lack of
standardized benchmarks for comparing real-time
analytics frameworks. Most studies use different
datasets, metrics, and configurations, making direct
comparison difficult (Shaik, 2024).

2. Energy Efficiency: The energy efficiency of real-time
analytics systems has received limited attention. As
edge devices proliferate, energy-efficient architectures
become increasingly important (Kyrama & Gounaris,
2025).

3. Edge-Based CEP: Several advanced CEP solutions
cannot be transferred to edge environments due to
assumptions about abundant homogeneous resources
and privacy constraints. Kyrama and Gounaris (2025)
highlight this as a critical research direction.

4.  Federated Learning Integration: Hybrid modular
architectures  integrating distributed  processing,

machine learning, and NoSQL storage address varying
requirements across finance, healthcare, and smart
energy domains (Chen et al., 2023).

5.  Self-Optimizing Systems: Self-optimizing systems
that can automatically adjust processing parameters
based on observed conditions represent a significant
research direction (Cossa, 2025).

Challenges and Future Directions
The following presents the challenges and directions faced by real-
time analytics systems.

Current Challenges

Despite significant progress, real-time data analytics systems face
persistent challenges. Traditional databases and batch processing
are still widely used today, while stream processing has been
researched and proposed for many years. Systems differ across
many aspects, including architecture, data models, languages, and
processing mechanisms (Kyrama & Gounaris, 2026). The following
are the challenges:
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a.  Data Quality at Speed: Errors that batch pipelines catch
during scheduled validation propagate instantly in
streaming systems, requiring quality controls embedded
in the ingestion layer itself (Chen et al, 2023).
Streaming systems must produce accurate results
when receiving out-of-order and delayed data because
they lack control over input order (Kyrama & Gounaris,
2026).

b.  State Management: Effective state management in its
broader sense is necessitated by the long-running
nature of streaming queries, including parallelization,
elasticity, load-shedding issues, and fault tolerance
mechanisms (Kyrama & Gounaris, 2026). State
management remains one of the most complex aspects
of stream processing, particularly for stateful operations
that maintain context across time and events.

c.  Security and Privacy: Security and privacy are closely
related to where data is processed. Several advanced
Complex Event Processing solutions cannot be
transferred to an edge environment because they
assume abundant, homogeneous resources; assume
out-of-order and missing data are managed elsewhere;
and assume privacy constraints on data sharing
(Kyrama & Gounaris, 2026). Security experts
recommend adopting a zero-trust security model with
mutual transport layer security, device identity
verification, and role-based access control (Martis,
2025).

d. Cost Management: The infrastructure for real-time
processing can become costly without optimized
resource allocation. Transmitting massive data streams
to the cloud can quickly become expensive, requiring
smart filtering, adaptive sampling, and edge-side
analytics to reduce unnecessary data flow (TMA
Solutions, 2025).

Future Research Directions
The following are the future directions and areas of research in this
study:

a.  Al-Driven Edge  Analytics: Deploying more
sophisticated Al models directly on edge devices
represents a significant research direction (Martis,
2025). Modern systems leverage deep learning,
reinforcement learning, and transformer models to
enhance processing capabilities and enable
sophisticated predictive insights.

b.  Self-Optimizing Systems: Self-optimizing systems that
can automatically adjust processing parameters based
on observed conditions without human intervention
represent a significant advancement, including adaptive
stream processing and edge computing integration
(Martis, 2025).

c.  Edge-Native Platforms: Designing platforms specifically
for distributed real-time processing rather than adapting
cloud-native solutions represents a paradigm shift in the
approach to real-time analytics.

d.  Energy-Efficient Architectures: Priority in this space is
given to systems focusing on tight, high-efficiency
scaling with low latency and high throughput.

e. Federated Learning Integration: Hybrid modular
architectures integrating distributed  processing,
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machine learning, and NoSQL storage address varying
requirements across finance, healthcare, and smart
energy domains.

f.  Edge-Based CEP Engines: Deploying CEP systems in
edge settings addresses latency, security, and privacy
concerns while highlighting challenges specific to these
systems. Several advanced CEP solutions cannot be
transferred to an edge environment because they rely
on assumptions such as abundant homogeneous
resources, out-of-order and missing data managed
elsewhere, and privacy constraints on data sharing
(Kyrama & Gounaris, 2026). Future research should
address the challenges and limitations discovered in
edge-based CEP deployment.

Conclusion

Real-time data analytics has evolved from a niche capability to a
strategic necessity across industries. The primary techniques
query-based analytics, rule-based analytics, programmatic
platforms, Complex Event Processing, and anytime algorithms
each offer distinct advantages and face unique limitations. Stream
processing frameworks including Apache Flink, Apache Kafka, and
Apache Storm provide the foundation for high-throughput, low-
latency data processing. At the same time, Complex Event
Processing enables sophisticated pattern detection for applications
requiring complex event correlation. Integrating machine learning
into streaming pipelines enhances analytical capabilities, enabling
predictive insights and adaptive models. Edge-based deployment
addresses latency, security, and privacy concerns but introduces
challenges related to resource constraints and deployment
complexity. The latency-bandwidth-compute design triangle
provides a framework for understanding the trade-offs inherent in
edge-cloud telemetry systems (Martis, 2025). Anytime algorithms
provide flexible solutions for time-sensitive environments where
computational resources or time availability are uncertain, with
applications ranging from stock market analysis to fraud detection
and path planning in robotics. The future of real-time data analytics
lies in the convergence of classical and emerging paradigms,
including Al-driven analytics, self-optimizing systems, and edge-
native platforms. Success hinges on robust orchestration, data
governance, and transforming multidisciplinary talent. Companies
that balance the benefits, trade-offs, and unique business
requirements of real-time analytics integration achieve resilient,
intelligent systems that respond faster and deliver better insights
over time. The exponential growth of heterogeneous data sources
has driven a paradigm shift in how data is collected, processed,
and used, and those who master this shift will define the next
generation of business and technology innovation.
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